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108 128-480TATT 88p+4 48y BoaTaTey TOTIae00T+100 83c06i0a0Ta TT0034040fy 10%° 43éoTa. Afee TORATTET-
€00, +0T afol ATTATA GoaTeol 480 eTOTTa0e, efITelcdy aaeThoadTTOé A0TT aépieiey, GrodTENoAT Taiyoe,
T0TTa 46y A0TTETATEY 0AETAT anéd0oey, 464a0 TAA4AN0AAEY0U NTATE agpT1eTedané oA fi 83adTi, aéeiré 1 éi.
ESTI4 OTAT, 421 TTTA4ATA0NY 804a-0T 83T TTH0aae0l! ARédN0esd "anoda+a TTRadaae 18" faaaony TAATCI TeiOT 48y
8ep+aé 0aETAT daciada

Ad63eT ATTATATT 4ATETTAT peodTaaiey, éT0T00é eiTaaa Taciaapo Davies-Price, yagyaony aadeaioTi CBC

C =E(RAE(C.))
P =D, (C)AE,,(C.)

00aadeeaadofy, ~0T "6 YOTAT ddceeTa T80 T86a6ed THTAO0 4TROTE 10", 6 0TT0 A T1, 1T 48481 Ti0, 036 @4 +03-
fioacodear eT anéstoep "afoda+a TTNadaae 1d" aé & ad0ded daxe10 aaTéiTaT geddTaaiey
15.2

Q-
-
(o)
Qo

(encrypt-decrypt-encrypt, EDE)
10 ATR0aaeyao 2n aeo.
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b= Dy (C)

(3) Aéy GamaTaT ATCI T TTAT K, Taéoe & 0adéesd yeaiaiod f



b=E,(a)
(4) A3sTyoTTNOl OfTA0A BAATT p/m, 344 p - +efET ecadnoTas ToedN0NE 046M0TA, & m - BacTad 46Téa. Anee fiTara-
aafey 14 TaTad0xa i, a0440e0d 400414 a € Ta+Teo0d ifa+aéa

AfBO0I08A 0834030 2™ M/p AdATATe & p - T
AEB00EA A0M00AA, AT S-A0TOAAPUISS TTefé
O3Té T4 ZeO5TAATeA i OBATY sep-aieé
Afiee a0 iTAS0AR04M0 SRTTEICTAAON O3TETTA @OOTAATE], V BAETIATAGD 008 dacee+T00 88p+a. TAUAY a6eTa
sep=a ATElA, 1T O0ATATEA 86p-a TAO-TT T4 JA&yR0hy TOTAGATTE. ACO0 A8@8A
C=E,, (Dy, (E (P)))
P =D, (E, (D, (C))
Agy Tace6+ 83T AMBSN0RY fi BACTATTY TATY08 T2 A0ATY, BTOTOOT YA&yA0Ny "af00a+a TTHAGAAETA", TTOBRAGR0NY
27" 33470486 & 2" AETETA TATY0& [1075]. OBTETTA ZeO5TAATEA fi 0341y TACAASHET (ITe 88p+aTé AACTIARTT fa-
ROTEUET, TARETEUET T2 TAGAOE AcAEyA Baceaony AACTTARTOT 4ATETTA peodTAATEA

fioaddo aacTraf LIILE
afestoep é fachaad
1

enTTelcTaaol 08TéTTa weddTaared i 4a01y éep+aie, TETOGATAOTywIeé TréefariTio

2
O~
c/
Do
O,
-/ Q)

TEMK) [858]. OTé67i & 0Te, +0Tal TTé6-80i eaé ééb+<":1 & X, & Xo.
K, = E, (Dy, (E.(T)))
K, = Ex, (Dy, (Ex,(T,)))
Ks = Ey, (Dy, (Ex, (T5)))
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ATa@Teé CBC: Oadé 05TAB0 T oEO3030RY & 38&T14 CBC (fii. 14thb). A&y JOTAT 16241 TAST IV.
C = E, (D, (E (RAC. )
R =C_, A D (E (D, (C)))



E Ky E Ky Ky E Ky Ky E Ky
y 4 Jv
—> B > tr
A A y v v v
Dy, Dy, Dy, Dy, Dy, Dy,

Al QD‘
D

A y v v v
E,, E, Ey, E,, Eq, Ey,
v v v v v v

+al T0e TaiTédaoiTi @eddia
caAd0eaTO TTROTYTIT, TTA34ay AaT

14137084 aT afdwiai CBC ¢
Ta+280, 0T 4aced fi 0B4TY 1 T 0 406480 d8aaTa o ATTEé 0030& TOTECATAC0AGUTT
fioe T8& TATTESAOTTI @EOdTAaTee. X0TAl TTEO+E00 00 d TOTECATAC0AGUTTIOU 48y ATAE T4AT CBC, 1T00340a01y

+4ddaTaaread IV (1. dacaae 9.12):
C =E, (D, (E((RAC..))
A yoTT fi86+ad Co, C1 & C., adypoiy 1V. YOT T4 TT1Taed0 To@ TOTA0AT 1 1Té daaeecadee, dacad

ITElCTAATES TABABEABUTTAT ETT 1p0ada.




YOT 4TTTeTaied 14 0TEUET 8ac002add @AaéTIq, 1T 0aéed TN Ta+0A380 Ta08O0I08A 46TETA peddTAATeY, 838
geore+aé a i0aTa. E aéefa ATTatiafey 4Taaasyaony OTEUET TaeT a&Te
Toed000é 048fid nEas
~—" """
@eosTaairea
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S S| S, ST, —
cart
éieo
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gebdoTaaiea
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N6waioaopo TodaeTediey 64aaeaaol
Bhoead, a1 ddacecTaliaaol TATT &¢ 1806, To
aea (Richard Outerbridge) [300], TTéaca

>l -
o
D
x
-/ (D’

Ex, =
E&aay | Toaaay E&aay | Toaaay
TTET- TTET- TTET- TTET-
aeia aeia aeia aefa
v
E K, E K,
Edaay | Toaaay Edaay | Toaaay
TTET- TTET- TTET- TTET-
aeia aeia aeia aeia
v A4
EKl EKl
[ ]
|  oeostoasro |

£~ . FQAm N AxaAS N £ PR

S;jeT;-ai6odaiied TadaT1ariaa, aly é |, - i+do~eée. Add 6TTee A&T+TT4T aéaToe01a BadToapo 4 TAETOTATI 4eadeaiTi
d&eei4 OFB/fi+&0+e8, a TORdNONE 08810, S; & T; TaudadTypody fi TTITUlp XOR. Eép+e K; & K, T4cadefiei (. Pacoenoaon
@oeToTarageéca yoTar aadeéaroa 11a 1aécaanoid

ECB + OFB

YoTO 18074 406 5AcOAATOAT 46y CeOSTAATSY TANETEUReS TTALIATES OLENESTAATTTE 46810, TATORTAS, 46T
874 4efiéa [186, 188]. EATTElCOPONY 433 88p+a: Ki & K. NTa+a6a 46y 347402008 TaNee 46y 46Téa ToiTé 46efa
SATTEUCGROMY A0AGAT TOE ABATOOT & 8P+, Yoa 1416 46420 efTTEUCTAATA TTAOTSIT 46 eO3TAATEY ATTALIATES
03T & 4 B8p+aT &. Ca0AT AOTTETYAORY XOR TOAdOOTAT 046f0a ATTAUIATEY & Tafee. TA6TTA0 54081030 XOR @&6-
5680y fi TTITOUD A0A3AT ITAT 264138014 & 88p+a K, 4 d4@e14 ECB.



& yoTo 8azeeT aéy faTaé UNIX Cryptographic File System (CFS, 88&T0Tada-
T i T ATAOTYTeAT JAeyaoRy oTeueT TATT @eo-
a OTEUET Taefl dac & fiTodaTaia. A CFS a éa+aii0aa a&T+-
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, &Téactaapuids,

A xDES? yoa éaay dafi@edyaony 4T 5-yoari
dac T04A02aP0 BACTA001 46TE4 & Bép+a eATTEI
a0é & +A001040 TTAAETETA TT 0aciad0 0adal &él
Tacaaeneia.
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A&y i3 3xDES' a38TY0iT fiee@eTi adeesd, +
dacT a0 46Téa 48y XDES® 4 6 dac 4Téiliod, ~a1
SO N :

opeboTaaiey aétéa, éT0T00€ a 6 dag aéei



5501aiugaied aeeil éép+a a CDMF

=

0T0 140T4 &40é 0acdaaToal IBM 46y TdT4680a CDMF (Commercial Data Masking Facility, ET1
T Tanéedtaaiey aariao) (it. dacadé 24.8), ~0Tal Tdaadaoeol 56-460Taté éép+ DES a 40-4e01

a
48y yenTTo0a [785]. ToaaTTéadadony, +0T TadaTTa+asii0é éép+ DES iiTaddeed 4800 +a01T1ioe.

N\ amey

0 i
y TTROaaM0ATT XOR il 84¢0E60a0TT yoara (1).
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Té1 ¥

+36a eNTTEICTAA0N ABATOROT A, A cA0aT a8aTde0T B. AT4, 6T0TO0Eé 4TElma 4TAddYA0 aaTAe0T 0 B, TTed0 efTTél-
CTAA0U a8ATOE0T B Ta04a aéaToeoiTi A. Taxd0 agiToeoTaie Tie TTA00 anoadeol 6ToT@eé TTOTETalé @eod.
YOT 78 To&+€1€0 45344 & TTed0 ¢Ta+E0&8UTT TTAOMSO! AdcTTaf TTROU

14 cad0aiiod, ~oT eép+e 48y eaaTAT a8aToe0Ta TTNEAATAA0AEITTIOE aTéeTO 400l Tacaaeneiaie. Anee agar-
Be0T A efITélicoa0 64-460TA0E &+, A a8ATOR0T B - 128-480Ta01é &ép+, 0T TTEG+eA@ayfiy TTREAATAA0AGUTTROU
aTéeia eATTEICTAAON 192-480TANE éép+. THe efiTTElCTAATES cadeneT (0 éep+aé 6 TARNST &N0TA ATOAcAT aTélma
gaifita Téacaouny Téadadie
15.8 Tauldaeiared 1anéTeuéed aeT+100 aeiToeoiT1a

ATO 48064Té fITATA TAld4eTe0l TaNETEUET AET-T00 A8ATAR0TTA, AACTTARTTAOU ETOTOTAT 4a0aT0edTAAlT 46ado
TT 80aéTaé 1403 Ta TaTu@d, a1 A4CTVaniTnol TATEO acdToR0TTA. Aey 4300 agaToe01Ta (& 4300 Tacaaeneias

eep+46):

(4) De68ToaéM0 iTTAUIATEY Yasyaony

éi
0éo1Ta. O4é éa



o~ .0

B34TAA0AEUTTAOS, & X, - TO3A0A0VIEE ~EAT TTHEAATAA0AEUTTROS. TadaT 4

] i-
sa- 1 1Tee0dél, b - eTe84T1410, & m - 1T4080. EEp+T1, eé¢ ca00aaeTé, fiedeeo ¢ia+a-

TA06TA 0A6TAT 4474030T8a 14 ATélad, a1 m. Afiee a, b @ m A04daT( TAAAEITT, OT 4ATA0A0TO 40440 AaT4da-
OTOTT il TaéieTacuial TadeTaTl (&7T44a Tach T TaéfieTaél , @ 84T TA0ATA 40480 0adar m.
TIN0ATO 48y 1TTé6+aTey Taéne-
€107 eTTA00yT0TaT 44720a0T-

&¢ [1272,], T484+fi6y oy GT3T@eA ETTTOATON 88 TA6TA0 ETTA6)TOT00 A4TA8A0TETA. AfE TTe
Aaced ATER4 AaTT, GATABR0ATAYDO ATAGO3AEHTTI6
0 1461 TA6UTTIO TBTec-

74 A0C0A3%0 TASAITETATEY & 1ETA4 0BACATTTE &6eT .

TIA00yT0T006 3472020TATA Yaeyaony e6 A0fodToa ca fi+40 TA&TAT &Tee+af0aa TTa-

= 0w

E 1af+afoijp eefaéia
cOAT 0. ATA3A0A ERTAETOA ETTAG0YT0T0A
1296], a caod1 AxTaf ATyd (Joan Boyar) [1

Xn = (@Xn1? + bXyy + ) mod m

ATASA0TON TABUCY eFTTEUCTARON A 80ETOTABAORE, 046 &8 TTe TBAANEA-
3ATAGAOTO0 406 AceTTATO AeTTI DEARTT (Jim Reeds) [1294, 1295,
251]. Aé 64a6THii 03ba ANES00U 2A3ASA0E TOA AATA0R0TA0:

>
=)
-\
QD2
x
(@
<\
-\
o
-\
)
Qo
QD2

& 804e+anees 4aT40a0Ta0:

Xn = (@Xn1® + bXpa? + ¢ Xogt d) mod m

Ad0aed effiedaTaacace dafipedeee eade ATy, dacoaaToad AITATAO Afed00eY EpATAT TTERTTICAEITTAT AaTa-
8a0Tda [923, 899, 900]. AGieé aceTiail & 6fd+aiT04a éeTaéT0a eTTad6yT0T04 431400780 [581, 705, 580], & Ofié-
47104 éeTaéia 6yT0T04 3473 3ecadnoTaT e Tadaiaodaie [1500, 212]. Oaéei TadagTi atéa at-

4 6TTA00yT0T 04 34T720a0TO0 i T
gacara AanTTEacTTiol ETTA00YTOT (10 44TA0A0TOTA A6y EOETOTAGA0RE.

ETT0aT00 46y ée1aé10d doyToT00 34T48a0THTA
TA04TTE 1ya0ny Toe a b m
220 106 1283 6075
22 211 1663 7875
222 421 1663 7875
2% 430 2531 11979
936 1399 6655
1366 1283 6075
22 171 11213 53125
859 2531 11979
419 6173 29282
967 3041 14406
2% 141 28411 134456
625 6571 31104
1541 2957 14000
1741 2731 12960
1291 4621 21870
205 29573 139968
228 421 17117 81000

1255 6173 29282



281 28411 134456

27 1093 18257 86436
421 54773 259200
1021 24631 116640
1021 25673 121500
228 1277 24749 117128
741 66037 312500
2041 25673 121500
2% 2311 25367 120050
1807 45289 214326
1597 51749 244944
1861 49297 233280
2661 36979 175000
4081 25673 121500
3661 30809 145800
230 3877 29573 139968
3613 45289 214326
1366 150889 714025
pAS 8121 28411 134456
4561 51349 243000
7141 54773 259200
232 9301 49297 233280
4096 150889 714025
2% 2416 374441 1771875
23 17221 107839 510300
36261 66037 312500
2% 84589 45989 217728
TATa8T, 687146104 &TT400yT0104 4414020T00 TOGATYO fAT TTEACTTNOU 46y TAEOeTOTAOAOR-4NEED TOET-
I a6y 1Tadeestaarey. Tie yOOaeoeain ¢ & ATelweinoad efTelcodiad yire afoao

, , are i
AT TIN00E800 GTOT@EA fdaoeroe+anéed Gadagoadenogee. Aaxiop eToToTa0ep T €eTaéiad
a0 ATaiT 1aé0e a4 [942].

i
+afiéay AacTTaniTiol 1Ted+a

60+@@1eé 0adaeoadeno
i

ieTafey 6eTaéias éTTadoyT0100 44T140a0T8Ta [1595, 941]. E8eT0Tada0e-
O8I0 | 3 Tié Taeadapo aTeaa aeeffaie Tdoetaaie e
TTel

\~A —~

0

00 ETITUP0adTa TTeeiT e Téi-

¢Taa0l iedaoptieé aa
static long sl = 1 ; /* "long" &aTéaiT A00U 32-4é0Tadl 6aédi. */ static long s2 = 1 ;

#define MODMULT(a,b,c,m,s) g = s/a; s = b*(s-a*q) - c*q; if (s<0) s+=m ;
/* MODMIJLT(a,b,c,nl,s) &afn+eodaaddo s*b mod m Td& O6féTaée, +OT m=a*b+c € 0 <= c < m. */
/* combinedLCG &Tcadauado adénoaecdélniTa TRaaaTREs+aéiTa cia+died & aearacTia
* (0,1). Tia Taudaeiyao éefaéita éTiasoyioila AaTadaoTol n TadeTaaie
* 231_85 & 2%_249, & 44 TA0&TA 0AAAT TOTEcAdadieép yoed 466 THTAOND +efde. */
double combinedLCG ( void )
{

long q ;

long z ;

MODMULT ( 53668, 40014, 12211, 2147483563L, sl )

MODMULT ( 52774, 40692, 3791, 2147483399L, s2 )

z =sl - s2 ;

if(z<1)

z += 2147483562 ;
return z * 4.656613e-10 ;

oi itLCG( long InitS1l, long InitS2 )
sl = InitS];
s2 = InitS2;

YOT0 337403070 0aaT0a40 TOe 6fieTage, +0T ETITUPoad 17230 T04AM0AAG01 afid 08804 ~fied T4xad -2°1+85 &
231249, TAGATATT0A s; € 5, 46TAABUTT & fi )

[
TaTa0Tae 1T ToTeTe0easecedTaaol. Aey 1ada

se~ae ~-0 ~ 29

cTa+ATed 4TéeiT 6400 4 48ATACTTA Ta2a0 1



& 2147483562, 46y TAOATATITE S, - TAa0 1 & 2147483398. T40&T4 4414020704 4éecTé & 108,

1216-460TaT1 6T TUP0ASA EfTTEICOE0E A50AT

N

static int sl ; /* Uint" aréaiT adou 16-aéo
static int s2

static int s3

Q PR

#define MODMULT(a,b,c,m,s) q = s/a; s = b*(s-a*q) - c*
/* combinedLCG aTcadauado &3érnoaesdeuiTa ThadaTned+a
iyao

fe!

)

* (0,1). Tia TAOA&eTyad €eT&ET0A eTTAd0YTOT0a HATA0A0TH
* 21°-1041 & 2™-1111, & 33 TAdeTA BAAAT ToTecAdadrep yoed 0338 TdTNO

double combinedLCG ( void )

long q ;
long z ;

MODMULT ( 206, 157, 21, 32363, sl )
MODMULT ( 217, 146, 45, 31727, s2 )
MODMULT ( 222, 142, 133, 31657, s3 )
z =sl - s2 ;

if(z<1)
z -= 32362 ;
z += 83 ;
if(z<1)
z += 32362 ;
return z * 3.0899e-5 ;
b
/* A TaUAl fe6+ad Tad&a efvTelgTaaiedi combinedLCG A0G0Aa&0AY initlCG. */
void initLCG( long InitS1l, long InitS2, long InitS3)
{
sl = InitS];
s2 = InitS2;
s3 = InitS3;
b
YOT0 52T4030T0 0a4T0ad0 TO& ONETACE, +OT ETTTP0ad TTea0 TOAAN0AA0I Afid 64804 +eféa Taeas -32363 &
32363. Tad&T1aT104 sy, S; € S3 A6TABUTA & fTaddeead 08é6T AOTyTed 43T40a0Tda. 14044 Tada0T AGCTATT &0
by L~ \IO —~ 7 ~0 Ql’a—él’ T T - N e a\ - .
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15Th0dé@eT aeaTl NaAeaTaTaT dadenoda i TadaoiTé fayclp yaeyaony eeTaéraé naaédtaté 8aaenod i Ta
da0TTé faycip (linear feedback shift register, @é& LFSR) (1. 14th). Tadaotay faycl Toaan0aaeyas itaré ramioT
XOR 1aéToT1o00 060 aeoTa facUaadoily ToATATTé TTNEaaTaavcaeuiTioup (tap

AOBTATTE TTNEAATAA0EITTROI 40440 fOGTEA 164820 cTa+atied 480T

111101011001000

n-480Talé LFSR 1Tedd 1a0T4e00iy a4 TATTI &c¢ 2"-1 AT000ATTed ATHoTyTeé. YOT Teia+add, +0T 0aTodoe+anee
036TEé 8a3efi00 TTedd 44Ta066TAA00 THaAATHE0+aéTop TTREAATAAGEUTTON A TAOETATT 2"-1 4€0TA. (x&fiEéT AT60-
BATTE0 ATAOTYTEé & TadeTa 6aafh 2"-1, TTOTI6 0T caITéTaiéd LFSR T6&yie, 18843430 & 0T10, +0T fiaaéitané
84300 46480 401A3AA00 AANETTa+TO TTREAATAA0AGUTTROU TO8&E, +OT AANTEPOTT AANTTEACTT.) OTEUET T8 TIda-
586ATT00 TOATATOO0 TTNEAATAA0AEI TTOY0 LFSR Oééée+anée ToTEAa0 +a0ac afd 2"-1 AT0084TTe0 ATROTYTeé, 0aéed



LFSR Vyaéypofiy LFSR A Taéietaéiian

TTAEAATAA0AEU TTROU.

Agy OTaT, ~0Tal 6TTe080T06 LFSR &14¢ Taéfieiaguiné TadeTa, 1 1TaT+8ar, TadacTaaiiné ¢ ToaTaimé -
fiE44TAA0AEITTIOR & 6TTN0ATON 1, ATéedT 4000 TORTE0GATOT TT 1Ta08p 2. NOATATU 1 ITaT+64Ta yasyaony ase-
16 AAGATATAT 04aen00a. TORTE0RAT(E T ITAT+6AT AOATATE n - YOT TATORATART (€ T ITAT+EAT, 6TOTONE yaeyaony
436808831 X% +1, TT T4 JAsyaony adeeodedi xU+1 aéy afad d, yasypuieshy adeeodeyie 2"-1 (fi. dacads 11.3)
NTT0a80f0adpidp 1ao&iaoe+anéop 0aToep TTaiT 1aéoe 4 [643, 1649, 1648]

A Tatidi fieo+ad 14 IGUIAN0A640 TOTAOTAT ATTATAA AAT40RGTAA0N TOST R0ATOA T ITAT=8AT0 44T 176 Aodrare 1T
1T408p 2. TOTUA Af&AT A0420300 T TTAT+EAT NBO+A6TOT TAGACTT & TOTAAOYOU, T4 yaeyony ée TT Toe1e0earal.
YOT T48836T - & +&1-0T TTOTaA T2 TOTA40806, T4 YAsyA0Ry &8 TOTAOOT AE6+aéiT A0A0ATITA ~efET - 1T 1171484 Ta-
0&Ta0e+aMeed Ta8400 TOTA0AT T 0140 Bamadi 0a80p caaa+6. Dya 140TATA TORA4AAT & [970, 971]

T46TOTO0A, 1T, ETTa+1T &4, 14 aid, TITAT+EAT0 0acee+T00 M0ATATAE, TORTRO0RATOA T 1TAGED 2, TORA4AAT(
4 14-é [1583, 643, 1649, 1648, 1272, 691]. 1ard8e149, cavefii (32, 7, 5, 3, 2, 1, 0) T¢Ta+ado, +0T ficdadprieé 11TaT-
+6AT 02T R0RAAT TT 11408 2:

X2+ +HC+ e+ x+1

YOT iTeiT 6338T TaTatieol 46y LFSR fi TaéfeTaéiial Ta0eTaTi. 1a0ali +efeTi yasyaony aeeia LFSR. T1-
NEAATAS +eNET ANnddaa 6aaTT 0, & 43T TTeiT TTof0eol. Afd +iiga, ¢ca enéeép+aifedl 0, caaapo ToATATOp TTHedaTaA-
0880 TTAOU, TOM+€001A33T G TO CAATAT &6ay NAASATATAT daaenoda. OT anol, ~aTa T TTAT+6aTa i TaTuwaé nodraiip
ATT0AA0MOA6PO TTCRORYT Acma & TBAATI 6 &0AD SAaenosa

8da
/5,3,2, 1,0) ToTa+a80, +0T 46y AcyOTAT 32-480TATAT N4ACATATAT 0Aaef05a T1-
§ /i TTITOUD XOR 08846300 A0TOTAT, M44UT TAT, TYOTAT, 0080UAAT, AOTOTAT & T45-
1. 12th), TT86+ap U6y LFSR 46480 81400 126RRTA80TOD 46816, 68e8e+aree TOTETAY 4T TTA0TOA-

ET4 46y yoTaT LFSR 72 yc(8a C a0aeyaed fédaoptieT TadacTi:
int LFSR () {

static unsigned long ShiftRegister = 1;

/* ARa, éd1ia 0. */

ShiftRegister = ((((ShiftRegister >> 31)
~(ShiftRegister >> 6)
~(ShiftRegister >> 4)
~(ShiftRegister >> 2)
~(ShiftRegister >> 1)
~ShiftRegister))

& 0x00000001)

<<31)

| (ShiftRegister >> 1) ;
return ShiftRegister & 0x00000001;

}
Ange fiaaeaTané daaenod 46ead eTiTipOoad TTaT fETAd, 6T4 ONETRTVA0NY, 1T T4 Ta1 IT4T.
—> b32 'R b7 be b5 b4 b3 b2 bl —
AQOTATTE
a4éo

(1,0) (7,3,0) (14,5,3,1,0) (18,5,2,1,0)
2, 1,0) (8, 4, 3,2, 0) (15, 1, 0) (19, 5, 2, 1, 0)
3, 1,0) 9, 4, 0) (16, 5, 3.2, 0) (20, 3, 0)
(4,1, 0) (10, 3, 0) (17, 3, 0) (21, 2, 0)
(5, 2, 0) (11, 2, 0) (17,5, 0) (22,1, 0)
(6, 1, 0) (12, 6, 4, 1, 0) (17, 6, 0) (23, 5, 0)
(7,1, 0) (13,4, 3, 1, 0) (18,7, 0) (24,4, 3, 1, 0)



(29, 2, 0)
(30, 6, 4, 1.0)
(31, 3, 0)
(31, 6, 0)
(31,7, 0)

(31, 13, 0)
(32,7,6,2,0)
(32,7,5,3,2,1,0)
(33, 13, 0)
(33, 16, 4, 1, 0)
(34, 8, 4,3,0)
(34,7,6,5,2,1,0)
(35, 2, 0)
(135, 11, 0)
(135, 16, 0)
(135, 22, 0)
(136, 8, 3, 2, 0)
(137, 21, 0)
(138, 8,7, 1, 0)
(139, 8, 5, 3, 0)
(140, 29, 0)
(141, 13, 6, 1, 0)
(142, 21, 0)
(143, 5, 3, 2, 0)
(144, 7, 4,2, 0)
(145, 52, 0)
(145, 69, 0)
(146, 5, 3, 2, 0)
(147, 11, 4, 2, 0)
(148, 27, 0)
(149, 10, 9, 7, 0)
(150, 53, 0)
(151, 3, 0)
(151, 9, 0)

(151, 15, 0)
(151, 31, 0)
(151, 39, 0)
(151, 43, 0)
(151, 46, 0)
(151, 51, 0)
(151, 63, 0)
(151, 66, 0)
(151, 67, 0)
(151, 70, 0)

(36, 11, 0)
(36, 6
(37,
(37,
(38,

2,1,0)
0)

2,1,0)
0

POWOEFE A&

(46,
(47,
(48,
(48,
(49,
(49,
(50,

3,2,1,0)

~

~—~ - -
~
N O
~

=N~
o O O
—_— =

~—~ -

CTONOWWUIO U ~NO U

o -

~
al
=

(57,5, 3, 2, 0)
(58, 19.0)
(58, 6, 5
(59, 7
(59,

Bl "

1,0)

1,0)
4, 0)
,3,0)
2,0)
5, 0)
(159, 31, 0)
(159, 34, 0)
(159, 40, 0)
(160, 5, 3, 2, 0)
(161, 18, 0)
(161, 39, 0)
(161, 60, 0)
(162, 8, 7, 4, 0)
(163, 7, 6, 3, 0)
(164, 12, 6, 5, 0)
(165, 9, 8, 3, 0)
(166, 10, 3, 2, 0)
(167, 6, 0)

(170, 23, 0)
(172, 2, 0)
(174, 13, 0)
(175, 6, 0)

(175, 16, 0)
(175, 18, 0)
(175, 57, 0)
(177, 8, 0)
(177, 22, 0)
(177, 88, 0)

(68, 9, 0)

(68, 7,5,1,0)
(69, 6, 5, 2, 0)
(70,5, 3,1, 0)
(71, 6, 0)
(71,5, 3, 1, 0)

(72, 10, 9, 3, 0)
(72,6, 4,3,2,1,0)
(73, 25, 0)
(73,4, 3, 2, 0)
(74,7, 4,3, 0)
(75,6, 3,1, 0)
(76,5, 4, 2, 0)
(77,6,5, 2, 0)
(78,7,2,1,0)
(79, 9, 0)
(79, 4, 3, 2, 0)
(80, 9, 4, 2, 0)
(80,7, 5,3,2, 1, 0)
(81, 4, 0)

(82,9, 6,4, 0)
(82,8,7,6,1,0)
(83,7, 4,2,0)

(84, 13, 0)
(84,8,7,5,3,1,0)
(85, 8,2,1,0)
(86, 6, 5, 2, 0)

(87, 13, 0)
(87,7,5, 1, 0)

(88, 11, 9, 8, 0)
(88, 8,5, 4,3, 1, 0)
(89, 38, 0)

(89, 51, 0)
(89, 6, 5, 3, 0)
(90, 5, 3, 2, 0)

(91, 8,5,1,0)
(91,7, 6,5,3,2,0)
(92,6, 5,2, 0)
(93, 2, 0)

(94, 21, 0)

(94, 6,5,1,0)

(95, 11, 0)

(95, 6,5, 4, 2, 1, 0)
(96, 10, 9, 6, 0)
(96,7, 6, 4, 3, 2, 0)
(178, 87, 0)
(183, 56, 0)
(194, 87, 0)

(198, 65, 0)

(201, 14, 0)
(201, 17, 0)
(201, 59, 0)

(201, 79, 0)
(202, 55, 0)
(207, 43, 0)

(212, 105, 0)

(218, 11, 0)

(218, 15, 0)
(218, 71, 0)
(218.83, 0)
(225, 32, 0)
(225, 74, 0)

(225, 88, 0)
(225, 97, 0)
(225, 109, 0)
(231, 26, 0)
(231, 34, 0)
(234, 31, 0)
(234, 103, 0)
(236, 5, 0)
(250, 103, 0)
(255, 52, 0)
(255, 56, 0)
(255, 82, 0)
(258, 83, 0)
(266, 47, 0)
(97, 6, 0)

(98, 11, 0)
(98,7, 4,3, 1, 0)
(99, 7, 5, 4, 0)
(100, 37, 0)
(100, 8, 7, 2, 0)
(101, 7, 6,1, 0)
(102, 6, 5, 3, 0)
(103, 9, 9)
(104, 11, 10, 1, 0)
(105, 16, 0)
(106, 15, 0)
(107,9, 7, 4, 0)
(108, 31, 0)
(109, 5, 4, 2.0)
(110, 6, 4, 1, 0)
(111, 10, 0)
(111, 49, 0)
(113, 9, 0)
(113, 15, 0)
(113, 30, 0)
(114, 11, 2, 1, 0)
(115, 8,7, 5, 0)
(116, 6, 5, 2, 0)
(117,5,2, 1, 0)
(118, 33, 0)
(119, 8, 0)
(119, 45, 0)
(120, 9, 6, 2, 0)
(121, 18, 0)
(122, 6,2, 1, 0)
(123, 2, 0)
(124, 37, 0)
(125, 7, 6, 5, 0)
(126,7, 4,2, 0)
(127, 1, 0)
(127, 7, 0)
(127, 63, 0)
(128,7,2,1,0)
(129, 5, 0)
(130, 3, 0)
(131, 8, 3, 2, 0)
(132, 29, 0)
(133, 9, 8, 2, 0)
(134, 57, 0)
(270, 133, 0)
(282, 35, 0)
(282, 43, 0)



(286, 69, 0) (378, 43, 0) (521, 168, 0) (2281, 915, 0)

(286, 73, 0) (378, 107, 0) (607, 105, 0) (2281, 1029, 0)
(294, 61, 0) (390, 89, 0) (607, 147, 0) (3217, 67, 0)
(322, 67, 0) (462, 73, 0) (607, 273, 0) (3217, 576, 0)
(333, 2, 0) (521, 32, 0) (1279, 216, 0) (4423, 271, 0)
(350, 53, 0) (521, 48, 0) (1279, 418, 0) (9689, 84, 0)
(366, 29, 0) (521, 158, 0) (2281, 715, 0)
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A00TaT(0 480TA 4471402070, Aaxd afice NdaTa Tada0TTé fiayce 6oaieony a a, TTa 1T 000 Trodaseara
TT 2n A06TATOT 4e0aT 43T40a0Tda i TTITUUp AGATET yOO&EOSATTAT aéiTdeoTa Berlekamp-Massey [1082,1083]:
1. dacads 16.3

ESTI4 OTAT, ATeloed fe6+aéi0a +enea, 4414080041 04 fi eATTEICTAATEAT 4010 TTA0YA 480TA YOTE TTREAAT-
A30860TTROR, GBUTT ETO0AEROTAATTO & 46y TAETOTOND 08TTA ToeETRATEé ATANA T4 yaeypoiy fed+aéiaie. Ta-
RITOSY T4 yoT LFSR +af0T efTTElcOpORY 48y ATcaaTey a84TOR0T1 TA ZeOTAATEY.

1
436048y, CA0AT BAC6BU0A0 AATAGAOTOA ROATTAS
40008308 Tactiaapo 6TT08a60a0046 Aassa. Ta yglea C y

#define mask 0x80000057

Q-

static unsigned long ShiftRegister=1;
void seed_LFSR (unsigned long seed)

if (seed == 0) /* aT écddzafed adao */
seed = 1 ;
ShiftRegister = seed;

3
int modified_LFSR (void)



if (ShiftRegister & 0x00000001) {
ShiftRegister = (ShiftRegister ~ mask >> 1) | 0x8000000 ;

return 1;
} else {
ShiftRegister >>= 1;
return O;
3
3
AOBTATTE
aeo
| b32 R b7 be bs ba b3 b, b, >

16.3 ToTaéoedTAaied e ataéec
ATélgeifio ;

A08T 14T

088U TTAOU TAdaoTTé nayc

LFSR Taafra+eaa 8

Yoa T0dafiél e0eToTa0a08e A0R0ST dacaeaadony & very politically charged. ATéli@g@ Ti0AT dacdaaTOTE ¢afidéda+a-
70 - TTTe4M0AT efITelcoai 00 RadTaiy ATATTO0 Nencdl oeddTaaiey TATTAATa Ta LFSR. A&éfi0acodeliT, ¢
AT if Upo C Cray MP ‘doiay e 0 T

o e . , 2




A60TT 33021083630 AACTIARTTRON 43 7303-
1700 762 [1357, 12.49].
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10Td1a0ep & 486584 &1

a 40 TTO, TTéa 4a1ada0Td T4 40430 aceTial.
TA 8€jp+a4é Ta 4acd LFSR OfTaa 1T efTelcTadde i ETA0AEYORTT

3014 ETO0EYOETT T anedhoey, Todacasaptied ETITOTI el Taead

NN
(@]
Do
Q»
=
™
ox
(]

1

[
08y € e aadeacee, 0aced éaé aafo ao-efee-
048UTTé NETTTROUP & yooasoeaiTiolp [1451, 278, 1452, 572, 1636, 1051, 1090, 350, 633, 1054, 1089, 995]. bya
104037100 TTA00 e4aé & yoTé Tacanoe 1Tl Taéoe 4 [46, 1641]

NoTaioaopo & ad6aed i
(linear consistency) T00a40fy
[1638]. NoCi&ioaddo & anéad
[39, 41]. A&aTEe0T &ef

~ 0 -~

1470 A00TATTE TTREAATAA0GEUTTIOE 4 AGAA EeTAETTAT 0daaTaiey [1636, 1637
8 affine

consistency attack)
1fioe carefiacl 60aa-
a6d0 anedaioed eo+oel
a0a3aar1aT TodaeTearedn
Tal 460030aT16€acUTTaT [501]

a
O0&TTaT Toeacexaiedl (best
derived sequence attack) [42]. E 1
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ITyoTi0 T4 N0TE0 RABUACTT GAGacaONNY 44TA6A0TOAT & TTOTEA 88p+aé Ta 4acd LFSR, Trefafey éToToqd riyae-
geil A 68040a008a. B T4 ¢iap, efTTélcoA0Ny e GTOU TAST &¢ T80 A JAacUTO0 80eT0TA0a0S+AMEes TOTA080AD.
ATéligéé +afolp TTe T84an0aasypo eeaill 0dTda0e+aneeé eToadan. TaéToTo0a a0iee acéTiai(, TaéToToxa TTaee

a 4acd LFSR Ta0+1T ddaéecopoiy aradaoiT, Ta efidTéad efrTélcopoiy feT1aTed yeasosTi-
iTé éTagée. A 088fiod, A T¢ia+add XOR, U- AND, U- OR, & @ - NOT.

i
aai [ , & 0080@¢é LFSR 07334éya0 A08TATT 106eioeTéaénToa. Anee
ai, a, & a; - A06TA0 0840 LFSR, 40674 4314020164 Addoa (Geffe) 1Tl T Tréfiaol éaé:

b= (ay Ua,) A((@a,) Uag)

4 88p+aé efTTeicopofy 03¢ LFSR, TAUA4TATTOA TA6eTA6TOT TAdaCTH (1. 10th)
o 3 i

T6800eTEAEATO
2a1
LFSR-2 >
e 0)
LFSR-3 >
AQATS
Fy
LFSR-1

Aréeé 48810 LFSR 83af0 ny, n, & ng, ATl

(N + 1) ny + nyng,

140674 4874030704 G3ART TA@TATUZAIG T
TATE 0080 TORTEORATOS 1 ITAT+EATTA TAGAOT
ToTecARAATED TADETATA 0046 LFSR.

5T0y JoT0 44T4030T0 TATETET A0AEYASD T
S86y6STT TTAT 4785008 [829, 1638]. A 75 1516
4i6e &cA8M0T0 TOATATOA TTREAATAR0RBU TTHOS TABAOTTE fiaye SUTTT ¢
A 72085TAA00 A0BTATOP TTREAATARRBU TTHOU YOTAT 543ef0da. OTA4a 1T TT TTAR+0a0U, AETEUET dac A06TA LFSR
ATATAA380 fi AOGTATT 4A14030T0A. Afige Ta+aBUTTA ¢Ta+A4Ted TIOAAABATT T2AR0TT, 484 TTHEAATAR0RBUTTHOS A6AGO
ATA6ARTAGAA0UAY & 50 TOTOATOA0 A08TATE, 4 Afiee TOAAGEUTT, OT & 75 TOTOAT0A0 4081 4Te

AT26T46+ 1T, A06T4 4372020704 B28AT AOGTAG LFSR 4 75 TT641040 4081 47e. N 04681 & 6T0036Y08Y1 & 4a140a-
0T TTOTEd 88p+46 1T@A0 400U BAAET AcETIAT. TATOSTAS, &fiee TOSTE0RATOA T ITAT=8ATO ATROTYO OTEUET &g
0036 ~6ATTA, & 468 TA fid1 TAT ATEUGTAT LFSR 83aTa n, 46y ATAR0ATTAGATEY ATOOGAT 85 ATROTYTEé Afi&0 0836 LFSR
T6ceAT 00T AT0 ANGTATTE TTREAATAA0AEUTTROR A8&TTE 37n 480TA [1639]

yoTé i6d14 a04edadony Taer eg
T a

LFSR, 344 k yagyaofy no&vatup 2. Ana-
aac ] i

k
AT efTTelcoaony k + 1 LFSR (AT. 9th). O 00l 4 log, k da¢ 4024, +& fi

k LFSR.

(@]

6 ThodéuTa



LFSR-n+1 >
[ ]
. T 0BU0ETEAEATO
[ ]
nail —> b
LFSR-3 >
LFSR-2 > A0ars
LFSR-1

A yoté i6a14 T6sioeTesentp erfTeRAdy aey TalsaeTarey 4360 LFSR [778, 779, 780]. 1 68U0STEREATS,
6Y5356HaR 06 LESFRI, alTeaado TABOLFSR=2 & GArAMoAABeAASATTAT AOGTATTAT 4eoa. EOTIA OTAT, &MiTeuc60y
BBIATRY. ATOTHAY TATANRE ATFSR-2 Ta am@w)amawﬁ JHTSa(50 . 8th).

LFSR3 — |
> A
> » G

f LFSR-1 o q . a ToenoeTedsnte |——» b(1)
Taal . : T
6]

K; —» LFSR-2

arfefana
adaeafey. OToy 6 yOTAT 44740a0T0A cal &+a-
086UTOA fi T430ATTT1 (Ross Anderson) aiédGioeai
&75 OTTHOS [1638,442]. T4 fTTEUOEO YOTE

axn
Qo
—

I-1T@dé" (Stop-and-Go) Both-Piper

7 70N A AN s A N~A

10é 1a 7th, efiTTélcdao axoTa T4T LFSR &&y 0Tdaagaiey 0aé
674 LFSR-2 (T83aéyaony a06TaTi LFSR-I, 0aé 0T LFSR-2 i T
a(] a

i i
Teed
TEUET, &féé A06TA LFSR-1 A 1T1a10 adaiaré t- 1 A0é 6adaT 1.



LFsr-2 1240
LFSR-]- a1(t)
ﬁ) >———h(1)
LFsr-3 (2l
f
OagoedTaaiea

NN~

peéfi. 16-9. AdT40a0Td "fOTT-IT@aé" Beth-Piper.

T86TI0 T4 O043ETAU TOeAdMOE A6y TAVIAET fe6+ay &TN0TAddT04 4aTT0& T éeTaéimé fAeTelTioe yoTar
T TT 14 6f0TYE TA04a ETOOAEYOETTTOT aiédn0eat [1639)].

40a0Tda. Tataél

-

3ai

*303a0prieéy 4a1adaoTo "OTI-1ITaas"
aéefq. LFSR-2 0aé0edoaofy, éTada a0oTa LFSR-1 dadafr
OTATT 3471a0a0T0a yaeyaoiny XOR LFSR-2 & LFSR-3 (iil.

A yoTT 5374020764 eRITEICOPONY 08 LFSR dacee+iT

é
aorain

pefi. 16.10) [673].

LFSR-2

: D— b0
—

a(t)

LFSR-1

LFSR-3

f@®

Peéfi. 16-10. x454a0pUIeéNy 447454013 "HoTT-ITods"
O yoTAT 4414020704 ATEUGTE TAOETA & ATelway BeTA6éTay feTeiTiou. AQTA0 TTeAcAse ATTHTA BTOREY6ETT-
TT4T 4fiéd008y LFSR-1, 1T yoT T4 Ae6UTT THeaasyao 47402076, Aee T3446T@ATO & 45646 AATAGA0TO0 0AGTAT
0&Ta [1534, 1574, 1477].

WAL N~ Nz NO O —~ N N~

AOROTOTT1€€ da1ada01 AOTT-TToa8"

A yoTT 3378020T04 eATTélCOA0MY 44a LFSR fi TATAETATE 46&1T¢é n (1. Péf. 16.11) [1638]. AOSGTATT 4&414020T-
da yaeyaony XOR a08T4TA éazeaTaT LFSR. Afiéé a006T4 LFSR-14 1T1a10 ad41aie t-1 82341 0,44 iTi14i0 addiaie
t-2 - 1, 0T LFSR-2 14 0a80&80a0fy & 1T1a10 addiafe t. TaTaTono, afiéeé A006TA LFSR-2 4 TT1410 addiaine t-1 8aaar
0,24 1TIAT0 ad4TaTet-2 - 1, & afeée LFSR-2 0a80&80&0fy 4 TT1aT0 addiaie t, 0T LFSR-1 74 048068040y & 1T1a10
adaiaiet.
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n-yoariae | Fsr-1
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Nai TrdTo4aeéaap ied (Self-Decimated) 4314320 TO0
NaiTroTodeedaptieie fac0aapofy

TOAAETLRATT 434 08Ta 038e0 34Ta0a0TOTa, Taei by

T46a &fiée a00T4 LFSR 83341 0, LFSR 08083080y d dac. Afiéé a05T4 LFSR 8384t 0, LFSR 0280836
7402070 xa14adfa e ETeéTala fi€TeTad, 1T €ady THoadony 0Té @i E fiTeacdiép Taa 447a0a0Toa a aaciraiia
[1639], 6T0y a0é ToaaéTeal dya 1Ta6088a0eé, ETOTONA TTa00 &fiTdadéol aioda-apuiediy ToTaean a [1362.].

f LFSR > b(t)
péf. 16-13. Nai TToTo4zeeaaptieé 421303016 DpiTasa.
f — b(t)

~\ A0

34T4040TH fi ATOOJATTeT TOTecadaaieal (inner-product)
PpTTaETT [1014], éfTTélicdad 4aa LFSR i daci
d g8, +41 0 LFSR-I. T

OTOy yoTO 44T4020TO Ta48a4a40 AOATETE ERTAETTE AETRTTAOID & A48eeTEaTTOT & fdadenoe+aneeT e Badatodde-
fiodéaie, TT afd 24 14 1720 6ROTYOI Ta08A afed0I0eaT eeTaéiTé NTAeaNTAAT TT0e [1639]. Afiée n, - 4ééTa LFSR-
I, n, - 46&7a LFSR-2, a d - TOTT@aiéa 0aé0Tans +anoTo, 0T AT60841 144 ATAOTY T8 34Tada0Toa 1Tea0 atol TTE0+4TT
1T A00TATTE TTHEa4Tad0aelTTioe a8e T

1357]. YOT a a0fTéTé fodraie Taéeraéiay Tradaoey. A éT16d 80-0 yOTO A4Tad0a0To a0e &e4addTi a ToiToaiee
AACTTARTTAOR, 1T TT 128 TA084 6TO0REYETTTOT ARGd008AT [1053, 1054, 1091]. ESTIA OTAT, A0ET TTEACATT, ~0T
YOTO 3ATA0A0TO Yaeyaony +afoTal fed+adl TadaoiTé nayce, enrTeicopidé naaeaTané 83aenod i TadarTiTi (A



3acasE 17.4), & 1T@40 4000 AcETIAT [844].

DNRSG
Yot "g’é+§1éb ("dynamic random-sequence genera-
tor") [1117]. E&dy AT a1adaoToa - TTo14Talg, fid11ed0p-

Nia+aga 0aéoedopory a y 1, 0T a0+efieyaony anoTa TadaTar oeélo-
d6pLIAAT 34740 . Afié T4 40TOTAT OEEU0G0PLIAET 43 Ta0a0T-
0a. TETT+a0deuTaT Bac6EiioaoT 740a0ToTa

Eafieaa Atesiar . gafiop addnep aaradacioa
"AOTT-TT@ad6". 1T ATAOT TTMéad 3 1000 6Tdaaeyaony 1oaaa-

a60ei LFSR. A FSR-2. Aiigé A06TaTI
LFSR-2 4 1714 yaéyaofy y daéaa. 4 TTRE3ATaaT LFSR e yaeyaony
8e &é z 8 y ié i fiefiod1 0 ¢ k LFSR daaia

n(2n _ 1)k—l

LFSR-1 | D-‘ LFSR-2 ;D* LFSR-3 ;D """
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ol Toeacesadony & ned+aéimé [637, 638, 642,
1a 0 éanéaaTa ATeeiaiia [1063], v fiTadoop efrTélcTaaol k 7a
fl@d 15. E6+@2a efTTElCTAA0! 4TElma ETET08E0 LFSR, 41 Tafligé 46811006 LFSR.

TOTo4scaddl 0é 38T48a01

ToT04x0a381
3a LFSR: LFSR- I
A00TATT A3740a0TOa Yaeyaony ad
oopofiy caiTat \

eoedTaATeaT. ATClii4l
FSR-I yagyaony 1, oT
apoiy, LFSR 02808-
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nking) 437483078 [1050] yaeyaony aadearoTi ToToaeeaa
0fy Tada 4&0TA TATTAT LFSR. TaT0a80&80€0a fi
5 T 3274020704, Aree Tadané
T0a 16 a
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OT0y fAT TTOTOAREAAET 0é FAT40a0TO 0aéad Baea0Ny AdCTTANTOT, TT 1T@40 40 fiday T4T084Meac08T 0T Ta-
0acT1 & Taéadaol Taécadnoraie fiaTéfiodare. YoT T+afl 1Taté a4740a0Td, 4aé0d 416 141 TT4T adaiafe

16.5 A5

A5 - YOT TTOTETA0E @00, efiTéicoainé a6y @eddTaaiey GSM (Group Special Mobile). YOT 4adTTaénéeé
fidaiaad0 &ey 6eodTatd ToTa0d 1TAeEUTO0 04c40TITA. T1 efITElcod0Ny 46y oeddTaATey eaTasa "04eaoTi-
4acTaay ficairoey”. Thoadaayiy +afol éataca Ta @@O00&0ny, 046a0TTTay ETITaley 1Tedd 6338T Nadsaol +0T-
feadai fi aageie dacdtaroaie.

ATEd6a YOTAT TOTOTETEA A&a00MY M0daT 104 TTéR0e+ T304TTaa80TT TOAATTEAZAETNL, +0T 85eT0T-
38268y GSM TTCATER0 caTAA0S0l YENTTA0 04EaOTTTA 00aT0. O&T&dU dYa +@ TTATRETA Tand®e4add, 14
TTA04AG0 68 AL yEATTOOTOT T8TAazal TaiiTody Ta fgaa, 0T adya && M Taedd fitdeeol TAATYomo-
aedi. TTReodai anaddaeia 80-6 dagée+i0a aeddoia OT fiv&Teéenl 1T ATIOTHG, 4TéeiT éé @eddT-
aated GSM adoi feeiiai eee feaadi. Taioai anea 0eT0Ta0ab€ey, 0aé éaé ayarTi i feie 1adt-
aesny NTadofiéeé NTpc. Acyéa 43406 4804ay 0T+6a ¢OaT 84an0aaeyao iTaTé 6daTo0cieoj dacdaaToed

ATéligeifioaT a40agdé Tai ecadnoiT. Adeoainieay afey T404aaea afp arediaicadcep Adya-
OTOANETIO 6T€330Me0a06 (Bradford University), Ta ¢2 fiTaeapaied T 1adacicapaiee. ET6ToIa-

‘oTAT+-eéanl &TTa0 a0iéa TroaceéTaa t. A5 TIéfi0aadony a [1622], 0aéed a TT0a yoTé

& To&aeTaeai Hughes Aircraft Corp. Yoa 6&d1a afodTesa
ga Tardadcarey asy ToTaacee ca 40a1e6o &
0

P

YoT0 a64Toe0T a0aeyae0 T+ATl TOSABAGA0AEUTT, TT 0 TATY &R0l TIrod4464T1T04 ATl TaTey. NSA 3ac0daeéT it
yeRTTO0, fEAATAA0AGUTT aTéaT 400U fTTATA AfB000eY TTOVARA, T4 ATEUDAAT ~a1 2. T 8aéT1é?
16.7 Nanoteq

Nanoteq - yOT peaeiTaddeeaifieay yeacosTifay éTiTaiey. ETATIT yoT0 a64Toe01 efiTTelcodony paiTaddeéai-
NeTé 1Tée0RAé Toe PeOdTAATES TAdAAA+E OAGHTA, A ATCI TiT & 48y ToT+e0 T0x4

f(X), X2, X3, X4, X5) = X + X2 + (X1 + X3) (XoF Xa + Xs) + (Xi + Xa) (X2 + X3) + X5



Eaea0é a0dTa 601é0ee TT4a303a40y Tradaoee XOR fi TAETOTOOT 4e0Ti éép+a. EdTia OTAT, fdTIAf0aoao
fiaéda0Tay TadanoaiTada, cadenytiay T0 eTTed40TTE ddadecanee & T4 TrefaiTay a foaolyd TTAOTATT. YOTO aédn-
Be0T ATROOTAT OTEUET 4 a1Tada0T T Ae4a.

ASCTTanaT é& TT? B T4 64a0al. Bya eT1080anT00 6aéiTa, TA0a2343a1 06 Taxa0 TTE0&EN BT e b+anodaTe, ei-
482 TTVAEyeny 4 68430a8iT00 4aca0ad. YOT ATTeTa TTAET 4000 04c0BI0a0TT aTA0RBATRETE, ATAELERETE @6 NTAA0-
fiETé 0acadaNaanaciimTé aayodsniTioe. DT ATA300TT (Ross Anderson) T&aTdeTYE dya TA0A00 @aidTa, 858 ToTa-
Ta6&ced0Y YOTO a84TOR0T 4 [46], y 40T a, 0T AETAT TTYayory TTata dacoeioaoq.

Zm

ataeeéneeé asaToeol, dacdaaToai1dé Communications Electronics Security Croup (Ad6TTa TT
&Ti a0 i i

0

TOU 4T 40804 "ETToeadroeaeiit. Nai aeit-

§;
Q.
-
8
[¢]

e 1310 & TTelcd OTAT, 0T YoT0 - 46T+108&, 1T fie6de 60addeaapo

e1Ta. TOAATTETRR0&EUTT YOT TTOTETANE @08 fi LFSR. O T4AT 1Yol TO84Eec086ITT 80-420TA0D 14a84TA00 d3-

4efiodTa dacee+iTé 4éef0. TTeeTTIO TadaoiTé fayce ¢Ta+eodeliT ToTOAxATT, & BaeaTl &¢ 10 anadT ééai 10

T0aT4TA. Eaealé faaeitaté 0daefiod Tadnra+eaddo +4000a adTaa 46y T+ATU 4TEUsTé & RETeITé Taeeiacineé
y & foaai

Zo~iean o

aTéligd, 48y 1TTe0+4-

Z .0 &~y

a a6y TTeéo+-aiey 1

T T40400 efTTelcO60a 43a NEaaoptied aaae0eai 0o 4aTada0Toa. EEp+T1 Yagyaony 1a+aéiioa ATRoTYiey yoed

34740a0T0TA

A; = (Aiss +Ai.24) mod 2%

B, = (Bi_52 +Bi_1g) mod 232

Yoé TTHeaaTaa0aeiiThoe ToTodaeeadpoiy TTTAa0TT & caaefeiTioe TO 16aa@aaT ¢ia+andsT aéoa B;: aiee &aT
cfa+dfed 6aaiT 1, oT Tada efTTelcodony, afee 0 - ediToedoaony. C; - yoT TTHéaaTaacdeutTiol efTTelcoai (o NETa
Ai, a D; - yoT TTiédaTaaoden ol efrTelcoa 0o néTa B;. Aey da1adacee aadd 32-460Talo fETa-0acoenoaoTa Ky e
K21+1 ybé fiéTaa ‘ﬁl"\eugéb(\)ﬁy Tadaie - Czj, C2j+1, Dzj, D2j+1.

Esj = Cy A (Dyj, U Dyjur)



sz = D2j+l U (Ej, U C2j+1)

y Fish 1a yc0e4 C 2e08040 aafing fit ieTaThoup
3008y fiTi0aaeya0 TeTeT 2*° [45].

TOTOANNTOA 1486/33 ddacecade
aGeed T4 A4CTTanat, TTOYATE ane

A; = (Aiss +Aizs) mod 2%
Bi = (Bi.s7 +Bi.;) mod 2%
Ci= (Ci_53 +Ci_1g) mod 232

A; = (Aiss +Ai.24) mod 2%

B, = (Bi_52 +Bi_1g) mod 232

A no&ATAT 46y 4aTad0acee TATTAT A0OTATTAT NETAA T0=TT 008 0adavee 44T40a0T0A. E afee &Tyooeseaion
A44E0ATTAT 44T40a0TAa A01AdaT( TAAAGEUTT & Yaéypony acael 1T TaTHoa e, aéefa A06TATTE TTHeaaTaaodeu -
foe 46aao Taéfetagira. 1 TaecadnoiT Ta 6fTaa TG0 anédtoeyo, 1T Ta cadtiaaéod, 0T yoTo agaToeot T+ail iTa

=
o
e
o
9)

ifford

Ayaea Axe606T84 (David Gifford) e¢Tadae T
AETTa ATROTTA fi 1984 TT 1988 414 [608, 607,

o b1, ..., by, EEP+TT yaEyaoiy Ta+aéiiTa fitho

d000é 0460 AAMTEPOTT T4 46eya0 Ta Ba4T00 aBaT

o~

>

16Ta0¢é 2200 & efTTElCTAAE 44T a6y peddTaarey NaTaTe
607, 6 1
o8 AT

o
Do
o M
aQ»
O o

1
6 agaToeoia. (N1. -1-6).



T TacAaied aaiT ET00TT [863]. AéaToe0T T84a0aa6ya0 iTATE ATTATA TAUdAe Te0l TANETEUET TRAAATREo+aé-
700 TTOTETA, 6adee+eaay 6 AacTrafiTiol. AQSTa TAiTaT 441adaoToa efTélcodony aéy a0aTda TofiapUIddT aa-

static unsigned char delay[ ARRSIZE ] ;
unsigned char prngA( void )
long prngB( void ) ;
void init_algM( void ) {
long i ;
for (i =0 ; i < ARR_SIZE ; i++ )
delay[i] = prngAQ) ;
} /7* Inlt_algM */
unsigned char algIM( void ) {

long j,v ;
Jj = prngBQ) % ARR_SIZE ; /* TTeé6+€0U efadén delay[1*/
v = delay[J] ; /* TTe6-ed0 ATCASAUAATTA cia-aied */

delay[j] = prngAQ ; /* caiaieou &at */

return ( v ) ;

} /7* algMm */
N7 Qi fiToTeo & 0T, +0T &fiée prngA - A36M0AG03EUTT fG+AETT, TAATCT Tl T T8+44T O¢Taoi T prngB (8, fied-
4TA30380TT, TAATCITeeiT A0TTETe0l 888 TOTaTadec). Afiée prngA &1430 0a8Té aéd, 0T 4aT edeToTaTaees 1Txa0
400U A0TTETAT OTEUET, afiéé 44T a00Ta aTROOTAT 4 NATp T+addau (0.4., OTEUET ahée fifa+aéa 40é aOTTETAT 80eT-



oTafageéc prngB), a & TOTOGATTT fi€6+ad TIT IT fd0e 44€M0AC0AGUTT NEO+AETT, OT yoa ETTaeTadey aTéeia Aol
AACTTANTTE
16.12 PKZIP

A&aToR0T oe0dTAATEY, Af0OTATTOE & TOTA0AT 10 feadey aai 100 PKZIP, 40é dacdaaToal DTaxédTi Usaden
(Roger Schlafly). YOT TT0TéTA0é 208, @e0d0ptieé 4aiT04a TTAaé0TT. TT 803é1aé 1404 yOTO ABATOR0T efTTél-
cO80My 4 AddMee 2.04g. R T4 TTA0 Te+44T Méacadl T ATéad 1TeaTed aadneyo, TT afce T4 A0ET NAdcalT T86aéed ca-
yaealee T4 TAdAO1TI, ‘lAaefT A+@0a0U fi ATélUTé A38TYOTTHOU, ~OT A8ATOROT T4 &cTaTeeny. AGaToeoT enrTelco-
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Ko = 305419896
K1 =591751049
K, = 878082192

EATTEC0a0MY 8-420Ta0Eé 8ép+ Ks, TTEO+ATTOE &¢ Ky, ATO yoT0 36313801 (& 10aT4ad00iTé TToadee C)

Ci:Pi A K3

Ko= crc32 (Ko, Pi)

K= Ko+ (Ko & 0X000000ff)

Ky = K;*134775813 + 1

Ko =cre32 (K, Ky >> 24)

Ks = ((Kz2]2)* (K2 2)*1)) >> 8

O6iésey cre32 43080 ﬁATa 18320400184 cTa+afed e ééét‘), éO'lTé Tya0 €6 XOR & a0-+éngyao fedadptidd cra+area
ATTITAUP T TTaT+é47a CRC, TIdaadear iTaT Oxedo88320. Ta T8a80e8a 256-yediatoiay oaacesa 1Tedd atou 8af-
i+@oafa cadaraa, e ad- éﬁ'eél’ea crc32 T8aadatiagony a:

cre32 (a, b) = (a>> 8) M table [(a & Oxf)) A b ]

Oaaeesa dafii+e00aadony a iTToadonoaee fi TA0ATTa+aéliial Trodaaéaiedn cre32

table [i] = crc32 (i, 0)

A&y peddTaaley TToTéa ToOUOTAT 0défi0a fTa+aéa 46y TaTTaeaiey éép+aé caveéeel 4aéol éép+a a aeal-
88014 pebsTaairey. 1Te0+aTT0é zeOTOAEM0 Ta YoTT yoard eaiTToed0aony. Ca0dT TTAAoTT cameddtai Toéda-
00é 086M0. Toed00TT6 04800 TEaA@AaN0a0Ip0 A4aaTaadadl ie6+aéi o 4aéoTa, 1T yoT Ta fATTI 4364 T3ddxiT. Al-
@e00edTAATEA TTOT®RA T4 oeOdTAaTeA ca efiéép+aTeadT OTAT, 0T AT A0TOT1 Adéhoade aéidToeoia ATanoT P; éf-
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17.1 RC4
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0é &Ta a firenéd oanneéee "Eeaddraiee”
TIOA0ATT0&€ Usenet sci.crypt & +a8ac¢ Internet TT dagee+TaT
00 éTTéé RC4 aT0Taad i riol yoTaT éTaa. RSA Data Security, Inc.

€0, 60 ANTTOOY Ta TrodeeéTaaied asaToeol Troadony

TTef0aa00 RC4 TOTAOT. A8aToe0T 6aaT0ad0 A 64xe1a OFB: TTOTE 8&p+aé T4 ¢aaened T0 ToeSOO0TAT 0aénoa.
EfTTElcoa0My S-46Té dacTadTi 8*8: S, Sy, , Sys5. YEATATOU TAAM0aAEY0 TATE TAdAM0aTTA8s +efidé To 0 &T
Taéa yaey aé 88p+a TA0ATATTTE 46eT0. A a6aToe0T14 TOeTATYpofy 4aa fi+do+eéa, i e j,

255, & TadanoaiTaéa yaeyaony 60160eaé éeép+a 1adal
i 1688807 e Ta+aéiTaie ciazar

20~ 3 x N

Oddxd T4fiETeTa & eTeDeas
T

i éép~
6EasUTaé fivao a A3¢TTanTTiol aéaToeoia, 6Toy 4 0a+afed 1114
Inc. TATAGAET Ta Tada0TTa. TacAaied acaToeoTa yaeyaony OTOATATE TadeTé, TTYOT10 Gaeané, 0T Taremao fATano-
A4TTOE 674, 4TéxeaT TacAd0l &4T 6a8-0T eTa+d. Dagge+T04 AT0004TTed aTé0TaT00 RSA Data Security, Inc. 4T fiéd

048, 6a6TAA @4 fié00a0eY ATEAOA aeaToR0Ta RC4? TT ATéli@d T4 yaeyaony oToATA0T HaedaoTi, TTyoTio éoT
O&TATT 1330 AT TeeTTNOU ATATTEUCTAA0UAY €1. TATaéT RSA Data Security, Inc. TT+0& 1ad3d1yéa dTcadaeo aaeT
TOTOEA acdTaT, 80T TOeTaTe0 Taee0aicedTaal 10é RC4 4 6T1130+4NeTT T3Ta080d. ATciTeiT &1 & 13 daanony



P N 5 O OAsO A ZmmX Nan 22 X a2

TiTafee

40630200 TTOAMR, TT TT+0& TadadTyea 48y 4004TE a

RC4 a06Tae0 & aanyoée T 1a0+aneed T8TA080TA, Aéép+ay Lotus Notes, AOCE éTiTaiéé Apple Computer & and
Oracle Secure SQL. YOTO agaToeoT 0adaed yagyaony +afolp Araoeoesavée NTOTATE 6EOSTATE TaddoiTé Taddaa+e
aai 100 (Cellular Digital Packet Data) [37].

17.2 SEAL
SEAL - yOT ToT4031 11T yOO&80eaTOE TTOTETANE @edd, dacdaatoaiiné a IBM O&éTi DTayayai (Phil Roga-
way) & ATiT1 ETITa0i1e0T1 (Don Coppersmith) [1340]. AéaT3€0T TT0&1ecedTaal a6y 32-480Ta0d TOTOARATOTA
A&y TTOT1a80TTE 034aTO0 410 TORIT ATHAT (I 32-480TA00 5a3eN0dTA & eya-Taiyol Ta TANETEIET EeETAac0. x0Tal
€cadeeddl aeeyTey enrTelcTaaTey Taacar 100 Tradaoeé SEAL atTTeTyao oya T83a2a0e0a&iT00 43énoagé i eep-
a &l a 6200 efTTelcopoiy 4y 6féToaTey oedaTaarey & aa-

6T0&04 caeOdTad0l Gamaté 512-4aé0Taté
T4 SEAL, fiTaddee1Ta 1880184 n T TeiT cazed-
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AT60daTTeé 6eée SEAL TTéacAT Ta 16th. AGaTOR0T GTAAAEYA0NY 08ATY TTEG-ATTOT & &¢ B&p+a dadsevaie: R,
S & T. T54aaadecdelfay TadadToéa T0Tadaxado éép+ k Ta yoé 0adééol i TTITUlp 1871644680, TATTaATTTé Ta
SHA (fi1. dacadé 18.7). 2-e&Taaéoray 0adéeoa T T03aN0aasyao ATATE S-a6Té 9*32 4e0Ta



T
o rcaa Ya
NTcaaiea R
a —~4—»| 0a4éeod
160 (SHA) S
v
| > 1/4
6 R l A 4 l A 4 l v l h 4
fesea-
NN —> > > » » M
n »| secacey My M2 Ms /a 64
32
Ya
v v v y v A 4 v A 4 v A 4
B1 B2 Bs Bes Be4
Ya >
peéf. 17-1. AT600aT 1eé 6ééé SEAL
SEAL 0aéeed efirTéiicoas ~a00da 32-480Ta010 834eroda, A, B, C & D, Ta+acii(a ¢ia+afey éToTo00 TIddadsypo-
iy n & TTe6+arTaie 1T k 0dacevaie R & T. Yo& 633eiod0 eciaiypoiy a 6Tad €0ddaceé, eacaay &¢ 6ToTo00 fit-
AoTE0 &¢ ATAUTE yoaTTa. Ta GamdTi yoard 9 480TA TAOATAT 034enoda (and daaTT A, B, C ééé D) éiirTélcopony a
8a+411044 eT4déNa 0aAéeon T. Caddl atiadaiita e¢ T ¢Ta+aied néeaataadony AT A0TO0T JaAeRodTI (iTTaa TATTIO
&c A, B, C &&é D) eée TAURASTYA0NY N 44T T440@eT 0T A TTITUUP XOR. TTOTT V40406 383800 oeeee-anee
NA4ae4aaony 1a 9 1Teeoeé. Ta TaEToTA00 YoaTad a0TATé 8adenod 4acdd T1Taébe0ed0&0fy i TTITUl fETeaTey ese
XOR fi fiTa80®e1 07 TAOATAT 584e06a (G2eA faae T600T). TTfea 8 04885 YOaTTA A, B, C & D AT4348ypoiy & TT0Té6
8ep+a¢, 18e yoTT Gawalé &¢ 160 T1aieed0aony neTeaieal eééé XOR i TrodadeaiTal RETATT &¢ S. E0adacey ca-
45003300y TOSAAACEATEAT & A & C ATTTETE088UT00 ¢Taafeé, ¢adenytied To n, ny, Ny, Nz, Ny, A0ATO ETTEBAOTTAT
Ta+aTey Trodadeyaony ~a0TTholp TTiada ecddacee. TT 48481 TI0, Toe BacdaaTodd yoTé NGAT O deaaraie atee

Agy oébdTaaiey axaTal Aaéoa o0défioa SEAL 084400 TETET Tyoe yeaiaroadiad Tradacéé. la 50-
T3525800TATT TOTOANNTAA 1486 TT 8adT0aa0 AT ETATROU 58 W a&o/i. SEAL ATciTeiT yagyaony faiai adhiodai
&c Tréfari0o a yoré eieaa.

N 406aTé AOTOTIO SEAL aTéwdi A0TTETE0l TOA4AA0R0&EITOD TAdAATORS, CATTETYY ATO00ATTed 0adéesn
Dac14d yoed 0aaées fiThoadeyao T8e1ad1T 3 E4aéo, a 46y €0 dafi+aoa 10T T0eT1adiT 200 at+eiéaieé SHA. Oa-
éel TadacTi, SEAL 13 TTa0Tae0 aey 040 fieo+ada, éTaaa T4 0aacado addiare &éy TadadToee éép+a eee Taiyoe
aey 0daraiey 0aaeeo
A3cTTaRiTiol SEAL

SEAL &T7i0a0T+1T 1Ta0é aé4Toe0T, 410 A0a TOAAROTE0 TOTE0R +&dac ATOTEET TOBONOTAT 8deToTaTaéeca. YoT
20004330 Trod44eaTT0p TanoToTeaT TR0, TATAET SEAL 8azaoiy 6TOTET ToTA0TATTOT a6aToeoiTi. AT TAT-
AATTTROE, A 6TTATTH N+408, TATTETATa ATGAETT. E 0T10 &3 ATT ETITAd1 &0 i+€0adony eo+@ei ederoTarase-
066TT a1eda.

SEAL caracaiotaai [380]. TT TTATA0 éeoaicedTaaiey io=iT Tadatiaoiny & OTsadeypuidi
IBM ( Director of Licenses, IBM Corporation, 500 Columbus Ave., Thurnwood, NY, 10594).

O
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0 Word Auto Key Encryption (A&0T1a0&+40éT:

1
a aeari 1 0 i
TTITOUp XOR 17460 4000 eATTEICTAATO 48y TTEO+aTey @edOTOaEM0A &¢ TOESTOTAT 04EM0a 86 T
é

5 T N&Taa éep+a efrTélcodony T8aa0a001ad AETAT

@eO8TOaeN0A. AGETOR0T 0aBaed efTTélcOa0 S-a6Té &¢ 256 32-480TAl0 ¢Ta+aTéé. YOTo S-46Té Tacaaado Taifel
TATAOT fATER0ATT: Noadweé 4aéo anad yeaTaioTa Toaan0aaeyas MTaTé TadanoarTaéo anad aTci Te (o 4aéoTa, a 3
T8a4080 aaéoa fied6+aéia

Nia+a6a 1T éép+06 Naa14080041 yea1aT100 S-46T64, S;. Ca0dT TOTeTe6easeced0al +40003 d4aefioda fi eiTTal-
CTAATEAT OTAT a8 e6e &TTAT é8p+a: ay, by, ¢y & do. A&y 4aTa0a0ee 32-460TATAT fETAA TTOTEA 88p+aé K.

Ki = dl

NETAT @e08T0aéf0a C; T8AAM0a4eya0 iTaTé XOR N&Taa TOESOOTAT 04éfoa P; il Ki. Caocdl TATTAaeT +300103 dade-
fioda

ai+1 = M(ay,di)

bis1 = M(;,8541)
Ci+1 = M(Ci,bjs1)
dis1 = M(d;,Cisa)

O6Te6ey M 5341033620

<

(xy) = (x +y) >>8 A Scsypross

No&Ta a64T020Ta TTeAcaTa Ta 15-é. CTaé >> TaTcia+ad0 Tal+106é, T4 beeee+4ieeé faad aTaaT. T634oed 8
480Ta x+y Ya&ypoiy a6TaT1 S-46Téa. O8Ead TESATAS0 TITOAA0B0 AaTadaoee S-a&6Téa, 1T Ta iaiTi 446d Tia Ta-
TTEéTa. AGAA0 BaATOA0U EpaTé agiTaeoT daTadaoee ie6+aéi(o 4aéoTa & i6+aéiTé TadanoaiTase
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NaiO1 6&TT0T 8a+4i0aTi WAKE yagyaony 33T AeTOTAOU. TATAeT T1 +6afi0ae0asar é anédnoep fi a04daiiai
TOEBTOOT 04&NOTT eée A0AdaTTOT ZeOITOAGHOTT. YOTO A8aTOR0T eATTEICTAAGHY A T8aa0iA0tIa¢ addiiee afoeae-
ooniTé ToTadai 10 a-0a NTETITIa
17.4 Naaéiataa 8aaenoda i TadaoiTé naycup 1T Tadai o

NaaeatTané 83aefod fi TadaoiTé faycip TT TAd&ITO, ééé FCSR (feedback with carry shift register), TT0Ta fa
LFSR. A TaTes anol iaagatané 8aaeniod & 60106y Tadao iTé nayce, daciesda a 0T, +0T 4 FCSR &fiol 0aéaed 833efiod
TadaTTA (AT, 14-€). ATanoT A01TéTaiey XOR Taa andié aeoaie TOATATTE TTREAATAA0AEUTTROE Yo& 4&00 fiéda-



NaaeiTané 6aaefod
NOTTa mod 2 AQGTATTE 480
> bn bn.l e b4 b3 b2 b1 EE—

| Rovva

Noii1a div 2
peéii. 17-3. NaaeaTané 58aefod fi Tadao ITé faycilp 1T TAGATTHC.

12 13-é T0eA444T TOeT40 3-420TATAT FCSR il T0A40a6aTeyT¢ A TA0ATE & A0TOTé TTeeveyd. Tofol aaT Ta+aéi-
T4 ¢Ta+a7ed 001, & Ta+ac0TTa TAdde 1T 5aAer0da TAdATTRA SAATT 0. AGGTATT 40430 yaeyaory édaéieé 1daané
480 NAASATATAT 633en0da.

N&aéiTané 8aaeniod Paaeniod TadaiTia
001 0
100 0
010 0
101 0
110 0
111 0
011 1
101 1
010 1
001 1
000 1
100 0
N(’)‘I‘Ia mod 2 A A ns e~z £ AN
AUOTaITE aeo
> b3 b2 b1 E—
— | Noiia
Noiia div 2
bef. 17-4. 3-4eotadé FCSR

CaTa0ed, ~0T 6TTa+1Ta AT000AT 144 TROTYTed (Aéep+ay fiTaddee1Ta d4aenoda TAGATTRA) ATATAAA40 AT A0TAOT
AT00BATTET ATROTYTEAT. N yOTAT TTH1a10a TTREAATAA0AEUTTIOU Geéee+anee TTAOTOYaoNY il TaO&TATT, daaTaT 10.

NoT&o OWTiyiool & 40d T TaféTeuees 1T1a10ad. AT 140200, 534efi0d TAdATTAA Yaeyaony 1a 480TT, a ~eféTi.
Dac14d dadenoda TadaiTha aTésedl 4000 13 Tail@a log,t, 443 t - yoT +€feT ToAdoacaieé. A T8aa0a0UAT Tde1ada



OTEUET 08€ T0AR0AcATEY, TTYOTIO BAAeN08 TASATTRA TATTAE0TAGE. Afge A0 A0ET +40063 T0AA0AGATEY, OT B43eN0d
TAGATTRA ATAOTYE 40 &¢ 4300 460Ta € 1T ToeTeTaol cia+afey 0, 1, 2 éée 3.

AT 207808, NONIAN0A0A0 Ta+asiTay caaddaeea 184248, 41 FCSR TA046440 4 Geeee-anceé daxel. A 18da0as-
(AT TOET403 TeéTada 14 TTa0TOyAaony OTEUET TATT fiToTyTed. Aey dTélwed & 4Tedd fi€Te 06 FCSR cadddaeéa
b 4000

o

A 16-é T464+€0eaT0 and 6dena +~efea nayce, Taii@ed 10000, 48y ETOTE00 2 Yaey,
50 AR p §360T06 T38TS i .

Aéy aiad yoed +~enaé TaéheTaciiaé TadeTa 6adal g-1. x0Tal 1Te6+e0l TT TATTIO &¢ y0&d +efiaé TTAEAATAA0a80-
11700 Toad0acaTEé, dani+e0adl 4eTadi(é fiTroaa g+1. TardeT1ad, 9949 43d0 TTHEAATAAGEUTTION ToAd0AETEE A
0 7,9,10¢é é
+2

- m0 X N\ i o~ N 7z N T 0

1a0eTaTl q - 1 17T efiTTélcTaaol épadp ec yoed 1

Agy fiTcaaiey FCSR i

& FCSR afia atia yagyaony T+aiu 1Taré, aradada Tia a
Avoanee (Mark Goresky) [844, 845, 654, 843, 8 é
+641Ta mod 2, afaééc FCSR TATT: i
oy A00TASO 4384ET ca TA3A4e0 YoT , 1
, 838 TTo3aaeyaony eefaéiay neTelThol, 1TelT
i 1 a0, +01

A E&&y efrTeicTaaoi a ééé’l’é’l‘”ééﬁé
EaTTasTi (Andy Klapper) & TadéTi

cla+ 1
0T TTeeiT 436200 i LFSR, 1T T 436a0l & it FCSR.
Ta i fiodTa TAdATTha. ATagec yoed
a fieTeedTee 6acaa0acaT 100 daipedaieé 2-adic +eiae [845, 846].
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17.5 TT0TéTA04 2680, efTTélcoptied FCSR

atia NeeseTi 11aa. x0Tal éaé-oT

ITATA0l caéoa 4aci@d" ¥ T8A8ETR0 cadnl TANETEUET AadeaioTa. B T6Aa00Aa 4aa Tardaacaiey: Todasasap TToT-
8Ta04 @600 Ta dacd FCSR, &T0T804 fTaTaaapo fi 6aTad To3a6TeATTOT S 44T40a0TdaT e LFSR, a 0aéxd Todaca-
dap TTOTéTA0a @e0d0, efTTéicoptied FCSR & LFSR TaiTadaiariT. AACTraniThol TA0ATAT aad0eaioa atciTeiT
TTed0 4000 ToTaTagecedTaafa i TTITUP 2-adic +&ide, 43T40a0TO0 A0TOTAT Aadeaioa T4 11400 a0o0l ToTaTage-
c&3TAATO fi eATTEUCTAATEAT a84aadae+anées TA0TATA - ATCI T T €0 afaééc TTea0 atou AOTTETaT OTEUET &TH-

AATTOT TA0ACTH. A 6paTi fe6+ad, Az iT 4042040l LFSR & FCSR fi 4¢ae T T3Tho0T e TadeTaaie.

a
e a e cea A b

Afid Toea80 TT0T1. Naé+an 174 T48cadn0iT T& T d4adecadee, 1 T4 aTasecd Té TATTE &c yoed eadé. TTaTeae0d
TANETEUET 640 € TTATa00e22608 604020000, TOAxAA ~a1 A0 TTA40E04 & TAT6 &¢ y0ed eadé.
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ET1487e574a1 104 3473820780 FCSR

Yoé 33740820760 efTelcopo TadATATTITa ET68+4M0AT LFSR &/ééé FCSR & 1iTedf0aT 60160eé, Taudaeiyp-
4do fivane efrTelcTaaou

0 f
T1T4 +&f8T FCSR. AaT

Ued 333efoda. TTadacey XOR 8acd0@add agadasae+aneed narénoaa FCSR, TTYoTi0 &
yoo Tradadep aey ed Tavdaefaiey. AdTadaoto, TTéacai10é fa 12th, efTélc6do Tada
a00TaTT yaeyaofy XOR a00TaTa T0a3éuiad FCSR.

\I
i

Ad6aeT & 3TA0A0TAAT &, JABYPUIRT &y 5acA0eAT aTaETA+T06 eeTeé, yasypony:
RATAG0TS +20 108 FCSR. Afig 3838080 - FCSR, a TAU&ae Ty iay 667868y - XOR.

A&T4320TD +40TTH0& LFSR/FCSR. ERTTEUC640Ry i &l LFSR & FCSR, TAGA4& TY41 06 fi TTITUUP XOR.

o O

o}

TT6T4Ta06 447352070 FCSR. Afid 843@fi080 - FCSR, a Tald4e1ypidé 6618684é yaeyaony TaeToesTaaied.
TT6T47a0¢6 347452070 LFSR/FCSR. ERTTélGOA0MY fTaii LFSR & FCSR, Taudaeiyaiao i TTiTuip iazT-
0eaTaaréy.

o}

~ - ,\...,I\\

No1iedoprieé 44140a0T0 FCSR. A 8438080 - FCSR, & Taudae iypuiay 001868y - fiéTeaied fii TadaiT

o}

O No11es6plieé aT1a0a0T0 LFSR/FCSR. EfiTélicoaofy filaii LFSR & FCSR, TaGdaeiyaias fi TiTaip
fgTeeaiey i TAGATTATT.
0aaé. 17-1.
O&e0id gia+diey fayce a6y FCSR fi 12éfieT1a8UT0T T0&TaTl

2 211 587 947

5 227 613 1019
11 269 619 1061
13 293 653 1091
19 317 659 1109
29 347 661 1117
37 349 677 1123
53 373 701 1171
59 379 709 1187
61 389 757 1213
67 419 773 1229
83 421 787 1237
101 443 797 1259
107 461 821 1277
131 467 827 1283
139 491 829 1291
149 509 853 1301
163 523 859 1307
173 541 877 1373
179 547 883 1381
181 557 907 1427

197 563 941 1451



1453
1483
1493
1499
1523
1531
1549
1571
1619
1621
1637
1667
1669
1693
1733
1741
1747
1787
1861
1867
1877
1901
1907
1931
1949
1973
1979
1987
1997
2027
2029
2053
2069
2083
2099
2131
2141
2213
2221
2237
2243
2267
2269
2293
2309
2333
2339
2357
2371
2389
2437
2459
2467
2477
2531
2539
2549
2557
2579
2621
2659
2677

2683
2693
2699
2707
2741
2789
2797
2803
2819
2837
2843
2851
2861
2909
2939
2957
2963
3011
3019
3037
3067
3083
3187
3203
3253
3299
3307
3323
3347
3371
3413
3461
3467
3469
3491
3499
3517
3533
3539
3547
3557
3571
3581
3613
3637
3643
3659
3677
3691
3701
3709
3733
3779
3797
3803
3851
3853
3877
3907
3917
3923
3931

3947
3989
4003
4013
4019
4021
4091
4093
4099
4133
4139
4157
4219
4229
4243
4253
4259
4261
4283
4349
4357
4363
4373
4397
4451
4483
4493
4507
4517
4547
4603
4621
4637
4691
4723
4787
4789
4813
4877
4933
4957
4973
4987
5003
5011
5051
5059
5077
5099
5107
5147
5171
5179
5189
5227
5261
5309
5333
5387
5443
5477
5483

5501
5507
5557
5563
5573
5651
5659
5683
5693
5701
5717
5741
5749
5779
5813
5827
5843
5851
5869
5923
5939
5987
6011
6029
6053
6067
6101
6131
6173
6197
6203
6211
6229
6269
6277
6299
6317
6323
6373
6379
6389
6397
6469
6491
6547
6619
6637
6653
6659
6691
6701
6709
6733
6763
6779
6781
6803
6827
6829
6869
6883
6899



6907 7589 8429 9293
6917 7603 8443 9323
6947 7621 8467 9341
6949 7643 8539 9349
6971 7669 8563 9371
7013 7691 8573 9397
7019 7717 8597 9419
7027 7757 8627 9421
7043 7789 8669 9437
7069 7829 8677 9467
7109 7853 8693 9491
7187 7877 8699 9533
7211 7883 8731 9539
7219 7901 8741 9547
7229 7907 8747 9587
7237 7933 8803 9613
7243 7949 8819 9619
7253 8053 8821 9629
7283 8069 8837 9643
7307 8093 8861 9661
7331 8117 8867 9677
7349 8123 8923 9733
7411 8147 8933 9749
7451 8171 8963 9803
7459 8179 8971 9851
7477 8219 9011 9859
7499 8221 9029 9883
7507 8237 9059 9901
7517 8243 9173 9907
7523 8269 9181 9923
7541 8291 9203 9941
7547 8293 9221 9949
7549 8363 9227
7573 8387 9283
0aae. 17-2.

T0aTai 04 TT1ed4Taa046UTTROE 46y FCSR Taéfie1a8uiTé 468l
(32,6,3,2) (32,29, 19, 2) (64, 27, 22, 2) (64, 49, 19, 2)
(32,7,5,2) (32, 29, 20, 2) (64, 28, 19, 2) (64, 49, 20, 2)
(32,8,3,2) (32,30,3,2) (64, 28, 25, 2) (64,52,29,2)
(32,13,8,2) (32,30,7,2) (64,29, 16, 2) (64,53,8,2)
(32,13,12,2) (32,31,5,2) (64, 29, 28, 2) (64,53, 43, 2)
(32,15, 6,2) (32,31,9,2) (64,31,12,2) (64, 56, 39, 2)
(32,16, 2,1) (32,31, 30, 2) (64,32, 21, 2) (64, 56, 45, 2)
(32,16,3,2) (64, 35, 29, 2) (64,59, 5, 2)
(32,16, 5, 2) (64,3,2,1) (64,36,7,2) (64,59, 8, 2)
(32,17,5,2) (64,14,3,2) (64,37,2,1) (64, 59, 28, 2)
(32,19,2,1) (64,15,8,2) (64,37,11,2) (64,59, 38, 2)
(32,19,5,2) (64,17, 2,1) (64,39,4,2) (64,59,44,2)
(32,19,9,2) (64,17,9,2) (64, 39, 25, 2) (64, 60, 49, 2)
(32,19, 12,2) (64, 17, 16, 2) (64,41, 5,2) (64, 61, 51, 2)
(32,19,17,2) (64,19, 2,1) (64,41,11,2) (64, 63, 8, 2)
(32, 20,17,2) (64, 19, 18, 2) (64,41,27,2) (64, 63, 13, 2)
(32,21,9,2) (64, 24, 19, 2) (64, 43, 21, 2) (64, 63, 61, 2)
(32,21, 15, 2) (64, 25, 3,2) (64, 43, 28, 2)
(32,23,8,2) (64,25,4,2) (64, 45, 28, 2) (96, 15, 5. 2)
(32,23,21,2) (64,25,11,2) (64, 45, 41, 2) (96, 21, 17, 2)
(32,25,5,2) (64, 25, 19, 2) (64, 47,5, 2) (96, 25, 19, 2)
(32, 25,12, 2) (64, 27,5, 2) (64,47, 21, 2) (96, 25, 20, 2)
(32,27,25,2) (64, 27, 16, 2) (64, 47, 30, 2) (96, 29, 15, 2)



(96, 29, 17, 2)
(96, 30, 3, 2)
(96, 32, 21, 2)
(96, 32, 27, 2)
(96,33,5,2)

(96, 35, 17, 2)
(96, 35, 33, 2)
(96, 39, 21, 2)
(96,40,25,2)

(96, 41, 12, 2)
(96, 41, 27, 2)
(96, 41, 35, 2)
(96, 42, 35, 2)
(96, 43, 14, 2)
(96, 44, 23, 2)
(96, 45, 41, 2)
(96, 47, 36, 2)
(96, 49, 31, 2)
(96,51,30,2)

(96,53,17,2)

(96, 53, 19, 2)
(96, 53, 32, 2)
(96, 53, 48, 2)
(96, 54, 15, 2)
(96, 55, 44, 2)
(96, 55, 53, 2)
(96, 56, 9, 2)
(96,56,51,2)

(96, 57, 3, 2)
(96, 57, 17, 2)
(96, 57, 47, 2)
(96, 58, 35, 2)
(96, 59, 46, 2)
(96, 60, 29, 2)
(96, 60, 41, 2)
(96, 60, 45, 2)
(96, 61, 17, 2)
(96, 63, 20, 2)
(96, 65, 12, 2)
(96, 65, 39, 2)
(96, 65, 51, 2)
(96, 67, 5, 2)
(96, 67, 25, 2)
(96,67,34,2)

(96, 68, 5, 2)
(96, 68, 19, 2)
(96, 69, 17, 2)
(96,69,36,2)

(96, 70, 23, 2)
(96, 71, 6, 2)
(96, 71, 40, 2)
(96, 72, 53, 2)
(96, 73, 32, 2)
(96, 77, 27, 2)

(96, 77, 31, 2)
(96, 77, 32, 2)
(96, 77, 33, 2)
(96,77,71,2)

(96,78,39,2)

(96, 79, 4, 2)
(96, 81, 80, 2)
(96, 83, 14, 2)
(96, 83, 26, 2)
(96, 83, 54, 2)
(96, 83, 60, 2)
(96, 83, 65, 2)
(96, 83, 78, 2)
(96, 84, 65, 2)
(96, 85, 17, 2)
(96, 85, 31, 2)
(96, 85, 76, 2)
(96,85,79,2)

(96,86,39,2)

(96,86,71,2)

(96, 87, 9, 2)
(96, 87, 44, 2)
(96, 87, 45, 2)
(96, 88, 19, 2)
(96, 88, 35, 2)
(96, 88, 43, 2)
(96,88,79,2)

(96, 89, 35, 2)
(96, 89, 51, 2)
(96, 89, 69, 2)
(96, 89, 87, 2)
(96, 92, 51, 2)
(96,92,71,2)

(96, 93, 32, 2)
(96, 93, 39, 2)
(96, 94, 35, 2)
(96, 95, 4, 2)
(96, 95, 16, 2)
(96, 95, 32, 2)
(96, 95, 44, 2)
(96, 95, 45, 2)

(128, 5, 4, 2)

(128, 15, 4, 2)
(128, 21, 19, 2)
(128, 25, 5, 2)
(128, 26, 11, 2)
(128,27,25,2)

(128, 31, 25, 2)
(128, 33, 21, 2)
(128, 35, 22, 2)
(128, 37, 8, 2)
(128, 41, 12, 2)
(128, 42, 35, 2)

(128, 43, 25, 2)
(128,43,42,2)

(128,45,17,2)

(128,45,27,2)

(128, 49, 9, 2)
(128, 51, 9, 2)
(128, 54, 51, 2)
(128, 55, 45, 2)
(128, 56, 15, 2)
(128, 56, 19, 2)
(128,56,55,2)

(128, 57, 21, 2)
(128, 57, 37, 2)
(128, 59, 29, 2)
(128, 59, 49, 2)
(128, 60, 57, 2)
(128,61,9,2)

(128, 61, 23, 2)
(128, 61, 52, 2)
(128, 63, 40, 2)
(128, 63, 62, 2)
(128, 67, 41, 2)
(128, 69, 33, 2)
(128, 71, 53, 2)
(128, 72, 15, 2)
(128,72,41,2)

(128, 73, 5, 2)
(128, 73, 65, 2)
(128, 73, 67, 2)
(128, 75, 13, 2)
(128, 80, 39, 2)
(128,80,53,2)

(128, 81, 55, 2)
(128, 82, 67, 2)
(128, 83, 60, 2)
(128, 83, 61, 2)
(128, 83, 77, 2)
(128, 84, 15, 2)
(128, 84, 43, 2)
(128,85,63,2)

(128,87,57,2)

(128,87,81,2)

(128, 89, 81, 2)
(128, 90, 43, 2)
(128, 91, 9, 2)
(128, 91, 13, 2)
(128, 91, 44, 2)
(128, 92, 35, 2)
(128,95,94,2)

(128, 96, 23, 2)
(128, 96, 61, 2)
(128, 97, 25, 2)
(128, 97, 68, 2)
(128, 97, 72, 2)

(128,97,75,2)
(128, 99, 13, 2)
(128, 99, 14, 2)
(128, 99, 26, 2)
(128, 99, 54, 2)
(128, 99, 56, 2)
(128, 99, 78, 2)
(128, 100, 13, 2)
(128, 100, 39, 2)
(128,101,44,2)
(128, 101, 97, 2)
(128, 103, 46, 2)
(128, 104, 13, 2)
(128, 104, 19, 2)
(128, 104, 35, 2)
(128,105,7,2)
(128, 105, 11, 2)
(128, 105, 31, 2)
(128, 105, 48, 2)
(128, 107, 40, 2)
(128, 107, 62, 2)
(128, 107, 102, 2)
(128, 108, 35, 2)
(128,108,73,2)
(128,108,75,2)
(128,108,89,2)
(128, 109, 1 1, 2)
(128, 109, 108, 2)
(128,110, 23, 2)
(128, 111, 61, 2)
(128, 113, 59, 2)
(128, 114, 83, 2)
(128,115,73,2)
(128, 117, 105, 2)
(128, 119, 30, 2)
(128, 119, 101, 2)
(128, 120, 9, 2)
(128, 120, 27, 2)
(128,120,37,2)
(128, 120, 41, 2)
(128, 120, 79, 2)
(128, 120, 81, 2)
(128, 121, 5, 2)
(128, 121, 67, 2)
(128, 121, 95, 2)
(128, 121, 96, 2)
(128, 123, 40, 2)
(128,123,78,2)
(128, 124, 41, 2)
(128, 124, 69, 2)
(128, 124, 81, 2)
(128, 125, 33, 2)
(128, 125, 43, 2)
(128,127,121,2)
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Eafiéaa LFSR/FCSR i fio1 1€0Taaiedi/+~4o1mioip
TT 0418 NéTaaTed fi TAOATTITI dacd0wad0 aéidadac+aneed NaTeéntaa LFSR, & XOR 8acd0@2add aéadadae+a-
nééd faTénoaa FCSR. AaTTOé A3Ta40a0TO TaldaeTyao yoé eade, efrTelcodia a 14da+efiediTao Adi1edopuidi
3378040704 LFSR/FCSR & 3a41a0a0Tda ~a01Tf0é LFSR/FCSR, fi 8afiéaaTi ATéeiaiia
A3T4030TO T8a4M0AAEYA0 ITATE TTHEAATAA0ASUTTAON TaNfeaTA B4aef00Ta, 0aB0SSTAATEA AARATAT Tafifieda TIda-
486ya0iy a0oTaTl To8a0A00IAAT Tanneda. Ta 11-é TTéacal TaeT yoaTr 0a8TAT 447adaoToa. Oagoedoaony 1asané
T4iifieéd LFSR, & d4¢0&i0a00 Taudae iypofy néTediedi fi vadaiTiTi. Afée a0dTa 601608 TaudaeTarey dadar 1,
0T 0280886801y ficdaoptieé Taifiea (& FCSR), & aG6T4 yoéd FCSR Tauaaeiyaoiy fi aGsTaTl T83a0a0tiaé 6of1eé-
Oee TaldaeTarey i TTITGip XOR. Aige a006T4 Tad0aTé 60Te0ee TaldaeTaiey daadi 0, 0T Tafifiéd FCSR T4 0aé-
023080y, & A03TA TOTAOT fiecaanaadony i TadaTTATE, TTE0+aTTOT Ta TOAA0400IAT yoara Anée a0aTa yoTé a0ToTé
00Té0&e TAlAASTATEY BAAAT 1, 0T 0a80&806a0MY 08a0eé Taiifiea (&¢ LFSR), € 0.4
LFSR >
4 FCSR >
] 4
]
LFSR >
A NN FCSR >
A NOTT1a0Td A
f
LFSR bl g e s ] XOR .o
a radaiTiri FCSR >
L A
I
[ ]
[ ] )
° [ )
[ ]
LFSR >
A FCSR >
1] A
L 1

O Adi4da0T0 "oTT-TT@de" FCSR/LFSR. D&enod-1 - FCSR, a Dadenod-2 & Daaeod-3 - LFSR. Taudaeiypuay
66768 ) phy

& A TAOATTATI.
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T4 8-6 TTEACAT 3-480TACIE AATAGAOTS AT fieaa 116 Raycip: TTA0T 40TV Yaeyaohy ToTecadaaTed
TAOATAT & AOTOTAT 480TA. Afiee A4T TOTET808AGECEOTAANN ¢TA+ATEAT 110, OT TTHEAATAA0AGUTTHOU ATOOBAT 185 fT-
ROTY Teé 40430 fBaA6PIAE:

110

011

101

010

001

000

000

E 048 AT AAMETTA+ TTR0S. AGGTATY yaeyaony TTReAATAA0AGUTTHOU T 6AAG@E0 CTA-A0IED 480TA

011010000000

Ny -

AQea ToTadéaTa Trodaded

TTay 534T0a TT A0+8MBATEp 68 TAETTE AETRITHOS TOTECARAATEY 4306 LFSR [1650,
726, 1364, 630, 658, 659]. ETT086668y, aéep+apliay A0-efiedTed LFSR 124 TT64T 14+A0T06 6adac0adenoes
[310] T4 ya&yaony AAcTTaniTe [842.].
17.7 Ad63ea TT0TéTAOA zedda

A 8208520053 TTER0AAEEAN & 450588 TTOTETA0A @630, ATO TA6TOTO0A & 166
A&T8520Td Teafia (Pless)

YoTO 437802073 efTTEUCOR0 NATERdAd J-K 008A&5TA [1250]. ATH&TU LFSR 6V8adeypo +2003iiy J-K
0583401 &; BamA0E 00RAAA0 TABETAGTT TAUAASTYA) 434 LFSR. x0TA( ecadaaci TTAE4T 0, +0T A06TA 05e3aAda
TIO3486740 & SM0T+Te8, & (Ta~aTe4 NBAA0PUIAAT A0GTATTAT 4803, TTHEA 0a80RSTAATEY ~800I080 00&AAA5TA &6 A0-
6TA0 TA0AT Aweaapofy 46y TTE0+ATey TETT+a0860TTAT TTOTE 88p+46.



A [1608, 1609], Noea ATéii6sai (Steve T TelgTaaol & éa+anoad 4afadaoToa THAAATHES-
+A6T00 +enaé TAaTTIa0T0é 66a0T+=T0E AA0TTa0. DARNT TOOATEA GEA0T-TTAT aA0T1a0a T4 YAeyaony TSaATa0T yoTé
érede, T 4a1ada0To ATéladaia fiTioTeo ec TATTIAdTTAT 1aifieda 46014 ay, ay, as, ... , a, ..., an & 001éoee Taita-
gaiey:

N 0 & N maiia O -

YOT0 347802070 406 T3846TaAT & TTAA304100 888TOTaTaéecs a [193]. Afiee aT6004T 1ad
1 ar

FTI470 ada1aie t daaiT x,, 0T

Xt+1 = bX; mod p

AOOGTATT 414020704 Yagyaony 16aa@eé cia+atieé 4o x, div p, 484 div - YOT 0A8T+eNeaTiTa 436aTea i ofia+a-
74T . Aéy TaBReTacuTTAT T40&TAd éTTN0aTO0 b & p 4TéeT( 400U A048aTO 038, 0T p - TOTAOTA ~&fET, a b - Tde-
T608aT0¢é &TdaTi mod p. E fiTeeacdiep, yoTo 4a140a0TO T4 Aa¢TTanar. (CaTaoeT, 0T 48y b = 2 FCSR 6aé0ié +&fi-
éai e fayce a04aa0 TTREAATAA0AE0 TTIOU, TAda0TOp 4aiiTé.)
crypt(1)

ToeaeTasiiné asaToeoi @eosTaaiey
. & "
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Do
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daceadael TTE6+apofy e¢ éép+a. YOTO aéaToe0T Tai ITaT ToTU4, <41 14 @314 4041 4T a0
ATET0, & GAABeOLHESTAATITIO GOETOTATAGE08E0 TaN&TaeiT 43T AcETHAa0U [1576, 1299]. Agy afied00ey OAéETa,
cagedotaai c T efTTEICTAAOU NATATATT ATHOOTTOP TETA6aT 10 UNIX, Tachaadiop Crypt Break-

12 73280868, T3TAG0SSTAATRA TTOTETATAT @@05a AT 111411 TT0Ted T3TA0e5TAATEd A6T+TTAT @esda. A yoTi
efTTElCOA0NY ATE a0dTa0e+afeTé 0aToee, 1T & 6TTOA ETTOTA 858T0TA0A0 T4a6adad0 Eaé0p-0T NBaT 6

1é
NTaeafiT Daéiads Pp1Taés fotIanoacdo +a000a daceée+T00 TTAGTAA & TOTaéoddTaalep 1
[1360, 1362]:







Anée p 4TR0A0T+1T 446eET, +0Tal al+efieaied 46ieda0T 00 61420801 Ta mod p f0AET Oeéce+afiee TaaTciTeial,
0T YOTO 33T40a0TS AACTIanal. ATITETe08&UT0A 034TAA0e+4EEA Bacoel0aot TTeTT Taéoe a [1627, 986, 985, 1237,
896, 799].

RSA

\ s~ N0

TAC0aeuiT TOTh

YoT0 347462073 RSA [35, 36] Ja&yaoiy 1 T4e08ea084é [200]. Ta+aéiT04 728314000 - 1T4080 N, ToTecARaATed
6 aTeled TaTHOO6 ~&fidé p & g, & OAETA +efET e, TOT TAOTA i (p-1)(g-1), & 0aéeed

1Ta +&fi6T X0, 147028 N.

Xi+1 = X5 mod N

NN A o~ s~ s

A00TA 3378020T0a TOAAN0AAEYE0 ATATE T16aa@eé cia+atieé 4o x;. AACTTARTTAON YOTAT 44T40a0Toa TTedadony
1a iéTe1THOU anéotoey RSA. Arge N aTH0a0T+1T A3686T, OT 44T1a8a0T AACTTanaT. ATTTEéTe0&8UTay 04TOSY TOSAs-
4a7a a[1569, 1570, 1571, 30, 354].

15Th0dé@eé & TadaTead yooacoeaité aTadaoTo, enTTélcoptieé NETeTTROTT-04Tda0e+aieéeé TTA0TA, 4 +anol
naTed aaoTéTa Tachaadony Blum, Blum, and Shub. T O fiTéda0&T 44T Tacaaied aT BBS, 6Toy €1Tada 4T Tactaapo
33T4020TOTT il 64aAa0a0&+TaT THOA0ETT [193].

0&Toey 33Ta0a0Toa BBS efiTTélcodd 6a3ada0e+104 Thoaode TT 1Tadép n (AT. dacadé 11.3). ATo éaé Ti
JaaT0aa0.

Nia+a8a 126441 444 TOTROOE +fiéa, p & q, BTOTO04 eTTad6yT0T0 3 modulo 4. TOTecAdad T4 yoed ~&faé, n, ya-
éyaony 6ae0T +efeTi Aépia (Blum). AGI4484T 4004Ta Néo+aéTTa 6AETA +eRET X, AcaeT 1T TOTAOTA A n. AG+&fige




a0TTéTyaony XOR 203103

TTElCTAa00 ddaead. Oaé éa

TTeiT. Anée fizedaoi é
é

20\ Amaan

A004TAT 130 éTTee &

7 o~

1ioe 1TelT

AB6aTé TOTOTA0RTT IT-04T5408+4M6eé TTOTETA0E @08, acdaaToai 106 EBAGRTT D181 (Claus Schnorr)
TOAATTEA4a30, ~OT 0ETOTaTace0eé e1aa0 4TR00T OTEUET é iT 8 014 @

205704604 [1395]. DA-
. TTadTaT

=
[N
[e2]
SN
w
[EEN
[EEN
[(e]
w
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¢
E60eeT1, 6
e

Azdéifi Taffaé (James Massey) & ET481a0 ET481a0ATT (Ingemar Ingemarsson) TodaéTeeée gedd "PeT aaf
T 0T TTE0+a0460, +0TA0 Ta+adl Ad@éddedTaaresd, aTéedl TTéd+eol 2"
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TETT 86p+3é & caaddaeeod T
gTaal Nannay: " I TelT 6436T aTéac
. f é\ N
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-
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. AN AN [ Y I TS

0T-0T fiTadafeony TTaTeadadd fi +o0a-
[1577, 755].
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Yoa ibdia aTa0a0a a0ea To8aéTeaTa O200eE4TT Aed0e [1362]. EATTélcoa0ny 2" ied+aéTao TTHEaaTAa0a8(-
iT0&é. Eép+ 1384034640 NTATE E0+aéTop n-480TA0p 00Te0. Aéy @eddTaaTey ATTatidTey Aéefia efiTTeélcoas
k-6p fie6+aéiop 05TE6 &aé TATTOACTAOE AETETTO. CaoaT Tia TOWBaaEya0 @eOdToaé 0 & 2" fie6+aéiad nodTé 1T
2"+1 daceée=T0T éafaéal nayce

AT& ¢T280 k-, TTYOTTO TT 1780 6836T 4040400, 8a6TE &¢ TATTOACTAND AETETTOTA efiTTEl(TAA0! 46y Ad@edde-

Taaiey ArTTatiaiey. Aad THoadony oTeueT Ta0aaedaol feo+aéiia TTREaaTAA0aEITTHOR, 1TEA Tia T4 Taéadd Toa-
a8ITOE TATTOACTANE AETETTO. Agy Aied0I08y TTOBAA0A0RY TOTAAOR0! TAETOTOTA ~EMET 480T4, T TTOY480 daaiTa
O(2"). PpTTae 6éacag, 0T, afiee a0 TOTEAAEYA0A n NE6+aéTao NOSTE ATaR0T2", & afee éep+ enITelicdaony 4&y ca-
aatey 6eTaeiTé eTiadTaoee yoed neo+aéiao fodTe, Aa¢TTan TTiol TRoAdoRy Ta Tod=Tal 65TaTa
PaTaTiecedTaai 10é 1TOTéTalé oeds Ta0dada

O&ee 126040 (Ueli Maurer) TTéfiaé iddio, THiTaaiiop 1a a0TTéTaréé XOR TOBONOTAT 046f0a ii TafeTeueeie
atéligeie T0eo000Te TTHEAATAA0AEITTIOYTS é0+aéT00 420TA [1034, 1029, 1030]. Eép+ Vaeyaony faatori
fi0ad0Ta00 TTeRORE A BazaTE TTHEAATAA0GEITTHOS. T T iT ATEACA0N, +0T 038TE @EOd TT+0& AACTTARAT, fi AA0TY0-
TR0 AcETTa TIdaadeyaony TauaIT1 Talyoe, e1apuadény a daiTioyediee acETIUIEEa, TacadenelT To ATH0OTTTE
416 a0+efeeodeéiiTe iTaiTioe. Taodad 60add®eaads, +0T Yoa fdaTa foATTAROMY TOAB0E+TTE TAe 100 dacee+iao
TTEAATAR086ITTROY0 468 TTé 10%° i66+aéT(10 480TA Gaeaay. TATel &c ATTATATA TTE0+20U 0aé T TTAT 480TA Vaey-



Notiaioaodo MiiTa 8acT ATyl 33GT 46 ATGOGAT TA4T THIOTYTey ANROSTAT a6iTAc0Ta (ETOTONE 1TA0 A6eyoil 2
ARCTYARTTVON) T2 +ai0T00 ATAT0 éep+a. NiiTa eep+a dTéeia 400l TOTTHCOREUTT +afioTe, T4 foTE0 &fTTElCTAA0N
46 JOTAT ABATOROT (1 i ABTTTE TETORA0TE Ofi0ATTAGS GEp+a. ESTIA OTAT, f14TA 86p+A T4 ATéaTa AAGNZ0H TO
ATGOGAT TRAT fITTOTY 16y AOMOSTAT a63T8801 4

5 0aae. 17-3.
NeTsiioe medsTaaiey 1anéTenées 1m
72i486SX/33 TA0

A&aT0R01 R&TaTriou peostaaiey (1aacoi)
A5 5

PIKE 62

RC4 164
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30+a6TT€ +afoToTé a NG3ATaT TETET 100000 &

fidéoTas, T0edIaaéMy dac & ABOT
TETET 3000 TATOTOTA ca a0aTOe0 € A0Aa2deT TaiT
0T00¢ T0aTAdacTANAAE 20 e 32 +efidé (Thoaawediy aaaTaaoaol T0adantaapoiy) & Thoaae
100 +efidé. Yoe TTiedaied 0eod0 TTraaaée a éT11Ti0dd IBM, Tadacoy a ETT08 ETTOTA 0aaée60 T8Ta8000 6a00T+a8 ie6+aéTao
6e060.

NodTée 0aaeesn 6eo icTaare +aéa a0adaoi fieo+aéiop
fi0adoTaop TTcedep. Ta ¢ fiodafeod 0aa-
€600 6e00 &, caéd0a deaca, a04d0e0a Tyoedacoya 0 adearey aa fa
2 TT3444680 fi0ad0TAGP fi08TE6. TH0A0TE T A4edTey 4200 6e0d fTdada To TAdaT
50 ¢a4ado fioadoTaté noTeads a noadoTaré odTéd. xoTal catieoéoufy To Toed00
33T TTaT fi00d1eairey atiadaol +efié i0 :

Ty0edacdyaiTa +efeT aTée T 4000 TTIA+A1T & T4 ATéx 1T aTéloa enTelcTaaouRy a8y yoTé vaee.

Agaarni fiTaddeaiedi yoTé é1ede anea "0aaseoa e6+aeinsd 6e0d". 0e6d0 ToeaTAERN TY0e dagdyaiaie
480Traie - "10097 32533 76520 13586 . . ." - TT 50 & 08TE4 & TT 10Uaafyo odTé Ta fiodaiesd. Oaaeesa caieiasa
400 fiooaieo &, ¢a éfié T aas fy T é Qe
aToaoT+1T Neo+10a1
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Az. A. YaTup (G. B. Agnew) TdaéTeeeé 3aTa030TO d836UTT fie0+aéT100 480T4, 6T0TO0E TTeiT 10850807400
[ T ETTA 1 d

o~ o~

ITTatapoiy 6yaT1 4504 fi 406aT1, a ié6+aéThé aeo yasyaony 66T160eaé daciTioe cady-
q 074, efiTTelcoy Ta-
~ T

40a0TO fie6+aéT00 +efidé 4814080080 TTOTé fied+aéiad aé
8 arny Y 0 AT&T a4iade-
484070 fBo+aéino
raaa [668, 669].
1TaT @61a TTe6-

N z

i
60+36108 480

=t

Toal1 +efidé ToeTaiyaony
06 4éota




é e Toay

OT=TRETT fiBo+aéiTioe & fefodid. OToy TaaT 6+aiol fiedaopidd. Ange a0 A0Ea404 Ta A00TA NEeweTT 11TAT 4é-
074, 0T a0 efITélc0a0d & ea+afi0aa 4aTada0Tda NEd+aéTao +endé A0noaTa TodTadacTaared O6dua & deiédaod 1Teos-
+@00 Tro3aaaT 10 TAaAGacoAT THOU. E 60+@& NTTAd & NTTAd +€0a0l TAeT & 0T0 sl 4&fieTaté 4&Té, +0Tah aai 1a
TOCBETAU BEE1I03TAA0! 108080080, ER0T+TEETT ETOTATE YAEyaony TearedTatieé aeféa. bdacecavey 0aéTé nefodia
TTcATEYEa TTEO+a0l TETET 100 460Ta & 161600 [439]
EfTTElCTAATEA 0aéT40a ETT TipOada

Anée a3l ToxaT Tael feo+aéT0é 480 (e6e Aaxd TANETEUET), ATAITEICOE0AN! TeaameT ¢iazatiel aeoTi ép-
ATAT d33enoda 0aéiada. A fiefodTad UNIX TT TTedo atol T4 NéeoéTT Neo+aéTai e¢-ca dacée+iTé ATciTeiTé
neTo6TTecanee, 1T Ta TAETOTON0 TAOATTACUTAO0 ETT TU0adad yoT adToado.

T4 fi0TE0 cABARANG 0AGET TADACTT fEemeTT 1 ITAT 480TA. AQTTETATEA T ITAT 04c TATTE & 076 22 TOT634600
TTREAATAA0RBUTT 1280 GA3ET AT AM0COU 4800, A4TA0SOTAAT TOA YORT ATTATATY. TATOSTAS, Afiee A0TTETATEA Bde-
4T TOT6RA600 48TA0A08E 4804 CATETAR0 ~ROTTA +6fET 0B6TA 0461404, T2 AGIGTAA AAAAT AATA0AOTOA A6ARD AAf-
&T1a+ T2y TTRGAATAA0AN TTHO0 TAE TABTAOD 480TA. Afiee A0TTETATEA BaaTé TOTORAGS0 AATABAORE 4804 CATETAA0
18:801TA ~BfET 0BETA 0A6TA0A, T2 AGIGTAR AAGAAT AATAGAOTOA A0AR0 AANETTA=Tay TTREAATAA0AGITTHOU ~A0AAGD-
OI8BRY 420TA. Adeed AfEe cAASRE T TAOU T4 036 T-RACATA, TTE6-APUIRERY AB0TAGIE TTOTE A6AA0 43638 TO 636 TTAT
TAST 44720200 fie6-36T00 ~eae 5AATOAA0 fEAA6PLIET TASACTT [918]

Tao 3374030T0 44éfi0aé0de 0 +enade . . . 0aaT0ado, éﬁééiéé_\ééééy 46aeeiiTeé e caodi atnosT eTedaTaT0ea6y 63-

36fi0d f+a0+eéa TATOARNTAA 4T 040 TT9, 73 T6TecTéA40 T8400aaTed. Aagada adn a0y XOR fiTa3dee daaenoda e fr-

a 4 Badenoda onadéapony AT 8 4&0Ta). I'Tied OTAT, 6aé 40440 cATTETal éaralé 4aéo

! ITaé@aé TA0AATOEE Oeeee+anéeT NAaeaTT GaxaTaT NeTATEA ATOAAT Ta 433 4eoa.

YOT 18841480 & yO0O&0s radaiatiaiey l'é\ééAééé,ééOéél'OG (& fie6+aéTaod) Téaa@ed cia+atied 4e0Ta A fioadwed cia+atied Ti-

ceoee. Caoadi aani TaToanM 'lTééTéyéQﬁy 08¢ daca. 1aéTTa0 TTNed Tdad0aaTeé 4aa fiai (0 ne6+aé a0 4&oa aaenoda fi+ao+eéa 1T-
aeeypo Ta éazealé ieTaTeé 406a0a. OT afiol TTENGTAS0 4n T8ad0IAaTeé, 4aa n - +eNET T6eeT(0 e6+aéTad 4&0TA.

VOTO 1A0TA T+AT0 ~0AM0AG0AGAT & fEG-a8TTH0S fIER0AT T0D TOADDAATEE & BAATOTAAT TTH0S 0a6T A0, TE8 oafioe-
STaATee Ta 53360706 UNIX-Ta@eTa0 Sac6eioas A0 T-AT0 TATETE

~T —~ i~ Lo~ ~A NN

TT21T 40&T efirTélcTaaod
5T ST
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C i MD5 (

\

1T 1TTa0Tayo aéy

10883aRTT TTA0T
+aéifio ee
randeven

fiea aey
dadey
A6
agefa

o
1
9

0 T10

aaadeeéa
Yo T1

firatoé

N

fafey /devitty

-

aly aify & caad

fadepaaiey. TT1d
a, a0

0Td
O /dev/audio a¢ ToefTaae

T140 fideot
adctaaaony aey

AmAS AN AANON~

anol

|
char Randpool[16];

/* x
churn the randomness pool

o



yagyaony a TaéToTaré 13d8a +ai-oT fardaanéacoéaidi. */

void churnrand(char *randevent,unsigned Int randlen) {
MD5_CTX md5;
MD5Init(&md5);
MD5Update(&md5, Randpool , sizeof(Randpool));
MD5Update(&md5 , randevent , randlen );

MD5Final (Randpool ,&md5) ;

3

TTfied aT10aoT=100 a0¢TaTa churnrand() TaéTTéaTey 4THoaoT+iTé ned+aéiTinoe & Randpool, 1TeiT 43140&5T-
4300 & YOTAT fie6+aéi(d 4e00. MD5 fiTTaa R0ATTAGONY TTEACTTE, A YOTO dac 4 6a+af0ad A3 Tada0Toa THAAATHEG+aé-
TTAT AAE0TATAT 1TOTE], BAATOAP LIAAT 4 e 4 fi+a0+eea

long Randcnt;
void genrand(char *buf,unsigned int buflen) {
MD5_CTX md5;
char tmp[16];
unsigned int n;
while(buflen 1= 0) {
/* T6é Bypedodony f+ao+eéti */
MD5Init(&md5);
MD5Update(&md5, Randpool, sizeof(Randpool));
MD5Update(&md5, (unsigned char *)&Randcnt,sizeof(Randcnt));
MD5Final (tmp,&md5);
Randcnt++; /* ETG8&14T088041 fi+40+eé */
/*ETTe8641 16 e&é GardTealill
TTeucTaandey>/
n = (buflen < 16) ? buflen : 16;
memcpy(buf, tmp, n);
buf += n ;

buflen -= n;

380 TOTROTE ATTHTA
ac churnrand(). Ta 43&a,
iTé Ned-aéinoe & 1oaé-

adacTaa genrand() aey
480édTaaol MD5, 0T
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