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7.1 Aéeitafiel 1aode+1141 éép+a
Ad¢TraniTiol el 1a00e+1Té @3RTOTREN0AT O YAEyaony O60TEOREE 4300 OABOTOTA: TaadeiTioe agitoeoia e
46e10 eep+a. TA0ANE 4T644 Aacedl, TT OTEU A0TOTAT 844+4 TOTAAT TTH0A&ITAA0U

600 Taddee 110U a84TAe0T A ITAdd@ATTa. T4 T3a808EA YOTAT +03cA0+aéTT 080ATT ATHORATO0U, TT & T8 1454 -
aTfoaoT-1T €33eT. IT TAd0wAifoaTT § TTadacoT1ddap Tofnoofoaed e6~@ddT To0e acéTia 0eToThencdia, ~ai
aféstoed agoaTé neeTé fi TTITUUP TAddaTda afidd aTci Tee 100 eép+aé.
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+46. Ange aeera eép+a daata 128 4éoai TTehé éép+a ca

i 1 0 fi
830, TTYOTT6 10% 840 - yOT 4TEUTA A041Y. W& 2048-480TATT 8&p+a TE8EETT ETI TlpoadTa, JadToay Tadaselsi-
T & TOTA40YY TeeeeTT 6p+4é 4 iReOTA0, TTO0A0Y0 10°7 840 A TTEMEA0 é8p+a. E yoTi 0 A0ATAaTe afdeaTTay a3aiT
dafi@edeony, T8aa0a0eaaenii 4 Te+0T &éé fiTeeTaony.

Todead ~41 GRAA0UAY &CTAdE0A0I EBETOTREN0AT O fi 8-88E6TAACOTOT EE8p=+TT, ANTTI 1804, +0T 4504T¢é AOTOTITE
yaeyaony TaadeiTOl: a6ATOCOT ATéxal 400U TAROTEUET AACTTanal, ~0Tal €6+@&aT ATTIATAd, +A1 anéd0Aaaol &aT
4004TEé eETé, Ta NOUIAN0ATAAET. YOT T4 038 TOTAOT, a8 1 Taa0 TTéaca0URy. EASTOTA0a0RY - YOT OTTETA efeONN0AT.
ADZeyaytied iTaddeaiiaie eoeToTnenoald +afoT Teéacaapofy +0acal+aéiT ficadadie. Tada eciaiareé, ara-
AT 100 & NeeliT0a 83 TOTNEM0AT O, 1Teedd daceT Theadeol €6. E3eT0Ta0a0a1 -6pacodeyT fedacds TTaadoaa0l 1T

| iTeaaellT faiep éaxa iTa . E6 1aa é ar
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140 da@es [1597, 1598]. (T
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A&y 56-480TA00 eep+aé yoé o110 Téachaapony ATTETa 1T éadiai0 ATélUmeiioad edoTTO0 EToTTda0eE &
TiT4eT é0eTeTadural Todarecaceyi. ATaii0a apaxdo( aTél@einoda ToTI OaEaiiT dacaeond fodal TTa00
TTCATER0U Acéat GAaol & 64-480104 éep+e. Afédlioed 80-a60TTAT &&éjp+a afd a01a ca Tddadca e ATci TeiTar, 1T
anee 0&éotiay 0aTaaroey NTodareony, 0T +adac Eaées- TeA04l 0064020l €30 aNa T Tedd &ciafeouny

ETTA1T, Ta8&TT TOTATTCRITAA00 ETTTiip0ddiop TTUU Ta 35 680 aTa044. 040TTETAG4Néed T3TO0AA, T1TI6-
eyaT04 & Ta0+TTé Oafoanoeed, TTa00 fadéaol yoe T8TATTeO ATasihie. N 4504Té ROTOTIC, Taecadnorna a fa-
AOTYyI134 4081y O&ce+anéed Tadare+arey 11400 iaacaol yoe TOTATTCO TA0A3eUTT Trogienoe+Taie. A é8e10Tada-
Oee 01744 400U TARNeTenoTT. 108 TaTaied a aciToeoTa 80-a80TTAT B8p+a Gaxa0ny TAATHOAOT+IT Aa8UTTAATOT
EfTTElc0E03 eep+, a6&Ta ETOTSTAT, TT 1aTlizaé 1404, 112 4é0.

0aaé. 7-1
104T6e NBAATAAT AdaTaTe 46y ATTada0TTAT anédtioey 4804Té fieeTé a 1995 4Ta0
Ageia eép+aé & 42030
NoTeT Thol 40 56 64 80 112 128
$100 E 2 fideoian 35 +4fiT4 1474 70000 &40 10™ 889 10" 889
$110 0.2 fidé6 T4l 3.5 +afia 37 47dé 7000 &40 10™ 889 10 889
$10M 0.02 fidéoTan 2177604 441y 700 &30 10% 889 10" 889
$100 M 2 1essefdesTan 2 1é1600 9 +afiTa 70 840 10™ 889 10% 889
$1A 0.2 T1éesefidesian 13 1+af 7830 10% 889 10% 889
$10A 0.02. 1é8séfdcsoial 1 f&é6T4a 5.4 1&7600 245 414é 10° 889 10™ 889
$100 A 2 1880THaé6TAN 0.1 fi&é6Tal 32 fidé6ia 24 &fy 108 889 10™ 889
$10 0.2 1885T8é6Tal 0.01 fidéoTan 3 fideoian 2.4 41y 107 889 10% 889

$100 0.02 Téé5ThaesTan 1 7éesefdeoiaa 0.3 fidé6Tal 6 +afiTa 10° 889 10™ 889




Ange acETivIeé T-aTU ReeuiT 0T+30 AcéTiaol éep+, afd, +0T 410 ToaiT, yoT TT0daoeol A&aiide.
N&&4Ta208601T, fi0TE0 TTTO0A0MY TIO844EE00 TeTeTABITOP "0aT0" Bép+a: A THAAAEA0 GaETE fOTETTHOE MAdAs-
iéé TTeiT TT8ICTAA00NY TATeT 86p+T1 To4x4d, +41 34T 4Néd00ea foaido YETITIe+4fée ataTaili? Edacieé
f Ta fiTT4 a fioTeo $1.39, OT 140 OefaffiTaTaT il Oféa ofidaladeeaaol arradacddo foTe-

&y AcETTa YOTAT eép+a. N 430aT¢é AOTATIQ, 4fiée AOTeTTHOU TOBSOOTAT 046fi0a -
dedTaaiea yoTar Taef =114t iTTatIATey ATTeTa TéoTeo AOTeTTAOU aTTadaod-
17460 ATTavIaTeé AT a0a1a1a1 T+a10 A0M0ST Tadado

60008y 4064Te fieETé fiodamia T4 RATAE TascadeTTiolp, a 04T, +0T 0a6TA

0 GAAO6CR0U TETR0ACAAPLIGE TREOTETT TUPOAO T3TAA08TE ATCT TR0 88p-
TAGAAT - CATA4-A0AGUTT, &6Q T40 - T@+4AT T4 TTOROYTT. Te=4aT T4 fioTeo &f-
STETITUPOATA, A T442A7€0 Y&TA08 14100 fi DES 40 3a4T+e0 fioaioee a

aeoil 2% e8p+aé [603]. T3& YoTé fETaToE 48y TOTAA08E AidD eep+4é TTOBRAs-

anesnoey yasyaony nedima adcaed. T6aanoaauoa fidad 61eadsneoasiéop faol ¢ 512 Taud-
aerar é. A&y Ta6TOTONG 6Tea4dfe0a0need aTETAETA YOT fia0l AafiTa fGAATAAT dagT4da. Oaéed fidoe
11400 daed dafiTTécoenl TT anaT 6 18080, ETT6ae Ted6y NaT aayoaeuiTiol 1T yeasosT 1Té TT+08. 10Mol éaeday daaT+ay foafoey
ATTiTaTa 524T000 (71 A84TEROTTT) fiT IETETHOUp 15000 Zéd3TAATEE & 1886T4O. ... N aéeaarngd danoTata Ta T10Ta4de0 e
A1aio éep+aé 61aTligeT NETOTOU 4T . . . 8192 TETaddTé & idé6Ta0 Ta TageTd. x0Tad, efrTélcoy Trefariop fiefodl o, ef+as-

ETeaiee, +0T faol 08a0ed Ta yoo cada+é 24 +afa &

i
860100 éép+ a4 04+4Te4 TATTAT afy. Ca aTeadé 0eéaia ed waifil afcdafioapo &t T4
844 €0 aTTa02000a, ecé +a1 4Telod caadénoaTaalT Tagef, 041 e6+@a fivarl y &

aneashiaay fa fiéa+ad, 1aanfiTea, 1T dacad 14 yoe atieadtee ¢arT
a3aTyoi Aoy, ~&T ATciTeel

AN AT e 3

0l A01ea801a & T8aa&0a&UN0AAT TG ET0A0AY0.

ATeliga TAATCYTTT A TTETTE T0AOMOARTTTROUD a8Eaol 0aced cayasAiey. Rasyaony e& ToRATEATOT yoTd ToTaTemapUEHy
sefie?
EfTTéUCTAaTed a6dToc0Ta il 64-a60Ta0T 88p~T1 &l
fiETeiad. A 40-460Ta0é é&p+ 436ad0 8adoeTo TOTAOT 4d
iTholip 32000 peddTaaieé a fidéoiad TTado ca 4aiu adr
(A 1992 dTa6 aédToe010 RC2 € RC4 A0ET dacdaaiT yéil

aefie, 1a 6aaey:

AO0ATAT AcETa. Dacée+T04a ennedal

adTay eady aradata wTyaeéani a [1593]. AcgTitie
I é

Do



p0ad T8TR0aéaadd To 70 4T 90 TATOATOTA AdaTaie, 0aé ~0T 6 4édbMa T4 40440 TOTAGAT i AdaTaTal A&y ddgaiey
YOTé cada+e. Afee TT T40044TAA04GAT € & 400380 TOTT@ATEYD, OT 43T 0AATOA 4aséd T4 40440 caladia
A &TT04 6TT0Ta, TATa & Tageia Ta08TaoMy T4 TOAGEITOE éép+. A yoT0 TTIAT0 1apofy 433 4a0eaToa ToT-
aTeéxaiey. AT T40a00, 4680 TT4 40 TTOTAR0U 4504TE 48800, TT T4 436aé A0 Te+44T, é6Tia AT TATAToTecAdaaTey
& 63a6aTey anad TacadiTao &Treé anedlaapLIdsT aedora, TT iTAddxac A0 TOTOTA0ePD T THAACEITTI éep+a.
YOTO TTa0é a&d6n TETAOT dafTaTRodaTyény a0 fidaae eTiTupoadTa, TTéa T4 4Tadaeny ad 4T ETiTipoada +36TAs-
84, ET0To0E Taréfiag TAdaTTa+agliTaé 48aoi
Ad6aeT, 080NEeANT TTAGTATI 4aé 40 a0aTa Ta yédar iedadpUdaT ATTatiaiey
A yoTi 6T TUp0oada &fdl AadUAcTay Toeasa. TTeae6éf0a TTCAT 204 1-8001234567 & TETAeE00€08 TTA0A0TO0 fiEdadp LI 64-
AC0TATA +EfiET:
XXXX XXXX XXXX XXXX
1304110, 0T fiTTAtIE0 TA yOTé T@eAaéa 40430 A0TEa+aTT AT¢Tadd
TafeTEUET yOOABORATT 0a8TA afied01084? Tofol 0eTé+iné lpp0&d T8Taddyao oafy+06 éep+aé a
faéoT40. Yoa AETOTAOU Tal TTAT 1ailiod TT0aT0easiins p0adda, adal TG TTEadadl, ot T1
&1T342 40430 436a0U & 4004ea aduie. T103aTTETxeT Oada Off @T6e688080 10 TeeeeTiTa
Tagel. YOTO 48d0R TTea0 anédnol 56-4e0Taté éép+ ¢a 83 af €80. Aal aTciTelT Tde-
GETAU A0 TTAE0Te0U 8acdaaTO+6ETA ATOCARIONTTAT TOTAGAT 1 TTAT Taal T 0xd dawe 16Tagdi . Ep-
ATA 0Adee+aTed ETATROS ETTTUP0adTA eée danTaThodaTaTey Aedona, ETTa+1T, fa4eaéT 40 yOT Taraadied ateda
yoOacoeaian.

Eeoaéfieay ET0a0ay - yesdgoe-ancee, 1T aTciTei(é ATiTa fiTcaaiey A0TTAATTé TadaseasiiTé Tageil a8y
gdeToTarageca [1278]. ATTadaceod, ~0T 16658110414, Afied0Aaap Uy aeaToe0T 4604T6é feETé AT NETHTROIp Tesse-
T 16723576 & 880140, AN0dTATA & Gaeda0é TOTAATTOE SA48TTORAT 166 & 03684ecTd. Earday 1665110414 caTdi-
adal1edTaara &ey aaoTiaoe+anéTé ToTaddee dacee+i1TaT TadTda éép+dé Tihea TTed+afey Tadh Toédhohé
04810/ @@OTOAEM0 TT YOea0. Earalé dac 6T44a BROAENETA TEAAROAGINOAT GT+A0 BafedNol éép+, TIT T4034340
efioTa A TT daae a L= T "000d00. A 6TTas
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Qaaé. 7-2.

ToaTée fAATAAT A0aTaTe aneédtoey A004Té NEETE THe 8e0aéNETEé ET0adaa
(A& a1 104 acyo0 &g World Almanac and Book of Facts ¢a 1995 474.)
Nodaia Tandeaied ETee-8M0aT 036348cT- Ad3iy ageTia
8T4/8246TToea1 1eéTa 56 480 64 4604
Eeoaé 1190431000 257000000 280 fideoTa 20 +afiTa
NDA 260714000 739000000 97 fideoia 6.9 +afia
Edaé 19890000 4730000 4.2 +afa 44 ATy
Ecdagéii 5051000 3640000 5.5 +afia 58 474é
AaéTieia 470000 1330000 15 +afiTa 160 474é
Aeiiaioses Taaasa 6100 17300 48 ai&é 34 5744

AeTOA0TTETIRY
Aree aTciTelT fiTcaaTed aeTiee8TR0AT, 0T 06T 40 386TT T& TTT(0A0UAY SNITElcTAA0U &0 4 eTf0d0Taioa
I ééca anéoa 04Té T 41T &Ti T SEEET]
P )

[
dTe areaoa NTéioa idaao Aaétia e



1T yOT OTEUET TATA ®a6EaY cAdcaa. Toe 4co0Aa4 08Te+TTE AAd0TTATE A0A4EYA0RY TETET 10°! yaaTA. (A 0T dag
aTeliod yiadaee A0446ya0My & 4843 TA608eTT, TT TOR0U TTe TT8a 840apo.) Anée afjp Yoo yiadaep 6aanony agTheoi
fa Tai6 a0+efeecdcuiop Tdaep, 0T ana NaTe cia+afey Al Tead ToeTyolu 219-460Ta0é fi+ao+eé

Yoe +efida T4 @130 Te+43T TAUAAT N ATTE AITadaosdTé, Tie TETAOT TTeactaapo TasheTasuind ciazafey,
TAOMETAATTOA 00T TACTAT@ETE. ESTTA OTAT, yo& +efiéa Tadeyait adiTinodedopo, +0T anedlioed 4604Té feeTé
256-460TATAT éép+a 40440 TaATcITelT, TTa ETITUPOAdT TTAOSTATO é¢ TAO+TTé Taocddee e daiTTeasapony a
TA0+1T1 TOTR0daT044
7.2 AéeTa ToedoTaT éép+a

TaiTiaroaasdi 108 00Teoee Tandeaasenl 4 dacaded 2.3. TATTIATEAACATTITE OOTEORAE Yaeyaony o1 ITedied
4360 aTel@ed ToTH000 ~efidé, TTed+eol ToTecadadied, TA0AT TTeed +efiéa, TA000ATT, TT Ta644ET dacéTeeol TOT-
ecadadied 1a 11Txee086e & TTe6+e0l 433 4Tel@ed TETRONS ~efiéa (1. dacade 11.3). EGETOTA0a08y i T0ed000T e
8ép+aie efTTélcOa0 YOO eadp 46y fiTcaaTey TATTTATBAACAT ITE O0TeOEe fi 8PETT. Ta MATTI 4464, yoT &Tael, Ta
ATeAcATT, ~0T JacETedled Ta 11Tee0dEe YAEyaony 0yedsTé TOTACATTE (1. dacadé 11.4). TanéTeueT NaaTaly ec-
4aN0TT, YOT TTOTeA Ta 183340 E Aaced diée yoT 038, TEEOT T4 1Teedd 4T6acadl, +0T 0864104 TETAEAT O 4dénoae-
0ABUTT 080410, ARd fi=e0apo, 0T afal e Vaé ar [CELE
aréacait 1a0 '

Ta Yot i
fay fi0adTa 4TadTa 403
iTaa ederoTaoa
4 08TOR +&fde
1iTeé0dee 008
ATAR0AATITa 11
430eou, ~0T 0a6T4

(R364e4 a8aToE

& 74é Toeia




x@fET 4anyoe+T00 dacdy- AT RETEUET dac iETxTaa SaceTxeol
ATa 4TA 4 SAcETRATITI +efied 7a 1 1Tee0dee 512-480TaTa ~efeT
1983 71 >20 1eeeeTiTa
1985 80 >2 TeeeeTiTa
1988 90 250000
1989 100 30000
1993 120 500
1994 129 100
AlD-+efeeodénfay TTOl TA0=TT ecia0yaoiy & mips-4T4a0: ATATAAY 0aaToa ET11ip0ada, A0TTé fybL‘Jé”T Teeéee-
T Trada0&é a fidé6iad (one-million-instruction-per-second, mips), &éé TETET 3*10™ Tradaveé. TOETyoT, OT 1a-
@efa il TOTecaTae0aeluimiolp 1 mips-aTa yéaeaaeano |’é VAX 11/780 éTiTaiée DEC. OT &fiot, mips- éla yoT dTa
334T00 ETTTUP0&dA VAX 11/780 &éé yeacaadaioiTar. (100 T A6 Pentium - yoT T1a@éia a 50 mips, a Intel Paragon
&¢ 1800 0¢ETA - T8&TadTT 50000 mips.)
A 1983 4T40 dacéTeeaied T1a 11Tee04ee 71-0acOyATTAT +&fiéd 0044TadéT 0.1 mips-
Ta T11Tee08ée 129-0acdyaiTaT +&fica 1TTOGATAAET 5000 mlps -630. OA8Té agead éO+éﬁe
fieTagai imaimi ar100 at+eneaieé, e |Teugob‘é |

aear, a TNTTAIT1, A3daaredl dafroaase
oéé. Y‘T '|Ta6Ta aue |6aéé| é ATa T Ne "aaélél’ﬁ (Bob Sllverman) e |"|‘“|’|

N~ e~ —
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2 635] PAGAOT TAUIRAT T8y ~efigé 1
i 8aaadace+iTa 65@5\

[ Toeoia calyer ad ‘l Tioé 4744, A 3rd i
&y +efde dacee+T00 GaciadTa 1o efrTélcTaarée ATads
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Oaae. 7-4.
DacETeaied Ta 1 TTeeodée A TTITUUP 8dxd0a TATIAET
TTEy +ende
ETee+-4f0AT 480 NETEUET mips-880 10 1T 48y daceTed-
ey

512 30000
768 2*10°
1024 3*10™
1280 1*10%
1536 3*10%°
2048 3*10%




0N =7

480  NeTBUAT mips-8&0 10T 48y dacéTed-

iey
512 <200
768 100000
1024 3*10’
1280 3*10°
1536 2*10"
2048 4*10"

(European Institute for System
16804EUTTAT OdaTarey naédacta at 2002

6+-geie irtadeace

T 1Ta08y, a0 TTxd

élicOptIBp a6y Aa¢TTaniTio

4 T4, 0T RSA-129 agé

EpAaTé TodaTecanedé, EToToay 1Txd

4afe efrTencoao aey aacTranit-
fi

o

fioaeé. OT &foii, 10 T4 iT4e8ad Ty A0TOMEAOU & Internet "+45a
+efiée0deuTaa 0anoona. AT 11Taed Toaaiecaceyd 11T1aed oliy+e TageT 1TTaéep+afn & fidoe. ATROOT & &0 aTg
0084080 efieonTTé aeréTiaoee, it oy T4

TOTAE0 SAcETRATEY T2 1 TTE0888 129-8acOyATTAT +6fiea 4A¢ CTa~e0ABITOG Ofieeed AIT:
TOTOAT0a TOATT+TTé TTETTé al-efiéeodéliTé TTurTioe Internet [1190]. Dago T TAAATTET2RE0U, +0T 6T6TAT dac-
B4eeaT &8TAATTOE TOTAE0 TTEO+E0 Ta 4T 2 TOTOAT0a AT &5 TTE A0+Eiee0aelTTé TTUTTH0S

TORATTETRRT, +0T 0aBd+aiT deTOTaTage0ee iTedd TTEO+0U & NATA dafTToyeaied 10000 mips-£&0,
aTelay eToIToaoey - 10" mips-ao, @0AGIMOAT ATEUETE f0daTl - 10° mips-880. TORATTETRET 0abaed, ~0T
ad-efieeodentay 1TOU 46840 aTcaano TTOYATE Gaed(a TY0U €30. E , Ta6TTA0, T844TTETRET 084, +0T Off-



Taoe
iTé
fied+eol
fioe dacee~
Oaaé. 7-6.
PAETTATaTAaaT 104 46810 T088N000 éép+aé a (4&oad)

ATa xanoTTa 86T EToTToa08Y T03a80860M0AT

1995 768 1280 1536

2000 1024 1280 1536

2005 1280 1536 2048

2010 1280 1536 2048

2015 1536 2048 2048

14 caa0142é03 6+0018300 ¢Ta+e T Tiol é&p+a. ToddNI004A BEp+& +afoT EFTTElCOPONY 46y 468038UTTE TAANTE-3-
Tey AacTTaniTnoe AaxiTé eTOTOTA0SS: 46AATOE Gép+ daTéa Aey NefcdT( yeaeodTiTao Tace+i00, éep+, éf-
TTEUCOAT (1€ THAAC0AEUROATT A6y 1TTA0AAd=AATEY TAATTA0TE, 6+ 0ROSTATE TTATENe ATNOAASH0AAT TTAT 11020806~
fa. ATciTee T, T4 i0T€0 08400l Taiyo( TageTiTaT A0aTaTe Ta aned00ed AETAT-OT E&+TTAT é6p+a, 1T anée 11-
808 fi TTITUUp ATAOOTAT ééjp+a TaT&+a0aol fiTAR0AAT TO& AaTuAe, OT eady noaiTaeony adfliia cadaaotaapiaé
AéeTa 1024-480TATATE 86p+a 4TM0A0T+Ta 46y TTATeNe +4AT-Tea04l, +0T 40430 TOTAASATT 4 04+aTed Taadse, Tany-
03, 4328 TANETE(EE0 630. TT a0 23 T4 6T0S04, TOAAM0AA TA0RA AGATT €40 20 AT6MOY fi TTATERATTOT yeaeosTITOT TAdACTH
ATEOT1AT0TT, N1 TO0A0U, Baé TOTOCATITETRTAY ROTOTTa TTEac(14330, a8 TTAA3Ea0U ATEOTAT00, eRTTEUCOY YOO d TTATERl

T034néac0aa0l ATEAA 43646TA 40400148 A4 480Taa. EOT 1Taa0 ¢iadl, éaéed ofiTadTa & 2020 4140 ATT0eaiao
a0-efgeodeniay 0a0Teea, facdand an-encdiey & Ta0diaodea? TATaéT, &fiee TeeTool AcAeyati afip €adoero,
TTeiT caldoeol, ~0T 4 GaeaTl NEdadpudl aaiyoeedoee 10 TTEO+adT AT¢ITeTTNOU dacéadaol Ta 1TTeéodée
434T4 4Tead 4681104 +efiea, +41 4 183a0a00IaT. YOT TTCaTEya0 1TRoaTEo 0-€

N adoaté foToTi, 0a0Teéa daceTaearey 1a 1iTee0dce 1Tea0 dTfioe+l Todadéa NaTed aTci TeTH0aé caaTear
4T 2045. OToy y 401 ap, 0T yoT 1a6TA40TYOIT.

14 and fiTasanyony i 1Te1e d3eTIATadveyie. NSA 6fcaiTaesT aey faTaaT Noaraadoa 6eOdTATé TTarefe
(Digital Signature Standard, iT. dacaaé 20.1) aéefo éép+aé To 512 &T 1024 4eo - Tal iTaT 1afl@a, a1 y 0aéTiai-
a0p &éy a46e0deiiTé adcTraniTioe. O Pretty Good Privacy ("ATTéTE TaadeTOé Nacdad", ii. dacade 24.12) iaéfie-
TaéiTay a6eTa éép+a RSA fT0aaeyad 2047 4e0. Adzai EAinoda, £6+@eé 4 1804 0afiecaataanasi 1a 1 iTeeodse,

04=ATeA TTREAATES 10 620 TOBACOIAAAONY AREA00 TOAARBACATEY [949]. A -1-6 TORARAAT( BAETIATAAGES DTTA De-
108l

A A6y 46eT0 &ép+aé, &T0To0A Nadear( a 1990 4Ta0 & &asdofy

2015 4096
2025 8192
2035 16384
2045 32768

TO4aTTEadap0 apardo $25000, aéaToe0T "éaaadade+iTa A@aot
Ta. Nodaiea ToaTée ToaaTTeadapo apaedo 25 TeEEeTT
ET4T T0T40AMa 33 TOTOAT0a & &Ta. 1



damdoa ATaoeaBUTTAT TTEY ~efidé & NETAT0U 040 Te+aNETAT TETAdAMMA 45 TOTOATOTA & 4T4.
Andasa &nou a48TYOTTROU OTAT, ~0T OfiTA0e & dacéTaediee Ta 11Tee086e 40400 TTOACR0AEITO & 48y TaTY, 1Ty
T 8 U yOTO 1 1Tee€0360 4 faTe0 ToTarTcad. 1T 1T+410 113 102 1T 430e0i? R ééal TETAATTIN0deTaaé

N 0aas. 7-8
11081 efi0e+T04 daeTTaTaa0ee Deadiioa aéy aeeia éep-
46 (2 48020)
Ava Tereiagiiay No&aatyy Taéneiagniay
1990 398 515 1289
1995 405 542 1399
2000 422 572 1512
2005 439 602 1628
2010 455 631 1754
2015 472 661 1884
2020 489 677 2017
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A [1443] Te0dd D18 (Peter Shor)
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433 daca 46eT144, +A1 AT TTOOAATAAETNU A0 & TOTORATTT fie6+ad. TardeT4as, afee a0 6T0e0d 6TaTu@eol a38Tyo-
7700 AcETT 4 Aawdé efodl O AT 1 @aiia eg 2%, efiITélcéod 160-480Ta0p TATTIATGAAEAT TGP Oy-06T186ep.

. Taroe14o:



n0aaeol fidad, TaneTeueT TT ATéxeaT 400l dacTranar A&iToeod, ATcaai 10¢ RaaTary, artciTelT T4
efTTEICTAA0URY AT 2000 &Taa, & Afd atid 46430 efTTElcTAA0URY 4 2025 48y @édsTaaTey ATTall
aTéeT0 T0AAA0UNY & GE6&0a AT 2075 4Taa & TTeaxd
0aaé. 7-10.
OddaTaarey é aacTraniTioe dacée+iTé eToTdiavee

auy TOT eTiTaireé, TdT6aio-
(0 foaadés

ATEATAdATaTT0 decian-reaia

OT0aTa04 1880400 (Taroe14d, 040810 Téa-6TeN)

N&édaol aTaToTaiTé atiai

Ee+iThoé aT1eTiTa

Ee+104 4a8a

ASTETTa08+aMéed 6TTHEE00

arad
adfyoesaoey
>40 830
>50 830
>50 830
>65 830
100 &30

64
112
128
128

e - RN

fi Ty caiey ao+efeecas
70 OTEUET &y TOATOSSTAGS, Te 48y +AAT aTélwd. Yérodariee
ATCI T T, 40480 €100 TAET TALIAAT i 46ya0U 8l TTAOU

ST

]
aé daagurTioup.
a

Ay yoa 46344 - TOTAOT 1 1TAT +4T60@. This entire chapter is a whole lot of nonsense. N14@iT
Ti 104 y 6E036ITTE TTUE Ta 10, & 04T 4Téda Ta 50 &30 ATadaa. Yoe dai+aol T

36y T8T@ETa, 10 TTé0+

Ao~

aal adaou
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i
03a0EYOTT, 0T ETEe+4f

i
Tanyaeypo " 10 efrTéicoai DES" & ¢aala

¢
12162140, ToT4041 14 DiskLock 4&y Macintosh (8dfi
i

%

AxA

~ N s~n

Y 2.1), T0Taadad@ayiy a aTélaeinodd TadaceiTa Tot-
40411 1TAT TAaNTa+aiey, T080aT4040 Ta A4CTTARTTA @eddTaaTed DES. Tia oe6d0a0 6aéed, efirTélicoy DES. Daa-
eecadey DES agaToedia Toadeeiia. TaTaéT, DiskLock AT6daiyad éép+ DES 14104 fi cazeddTaai 10T OAEETH
Anée a0 ¢iadod, 454 efieadi eép+, & BT0a0l TAT+20a0l Oaée, @edATaal T0é DiskLock A TTiTUlp DES, AThfdaiT-
4804 éep+ &¢ PeOOTAAT ITAT 0aéea & caddl dafeeodTaANAd0l Oaés. T4 eT14840 cTa+aied, ~oT ToTa0a1 1a efITélco-
40 @&08TaaTea DES - 83agecadey adnTepoiT TadacTraiia

8.1 AATadasey eep+aé
The security of an algorithm rests in the key. If you're using a cryptographically weak process to generate keys,

then your whole system is weak. Eve need not cryptanalyze your encryption algorithm; she can cryptanalyze your key
generation algorithm.

A3cTTaR o0 a6aTaR0T A ATNBAATOT-AT4a & Bép+4. Afiée a0 efTTElcOA0d B3RTOTA0a0+4MEe Eaaté TETOAMN asy
daTagaoee eep+aé, oT Aaga fiefiodia & 46T feada. Add T4 ToeTT 85eTOTATAEECRITAA0! Adw A8ATAR0T BeddTaa-
ey, T1a 1Ted0 é0eToTaTaéecedTaaol daw aeaToeol aradaoee éep+aé

a
DES &fiITéiigod0 56-480Talié 8ép+ fi 42081 &. Epaay T0aa8el T caaai 1ay 56-420Taay fodTéa 11240 400U éép-
630 2°° (10'°) AT¢i T 1016 éép+4é. Norton Discreet for MS-DOS (aédfieé 8.0 & & iied)

<11, fiotiafioa [ & 4T6dd daiied) dacda-
@380 TTEICTAA0INY OTEUET é&p+ai ASCII, 43éay foad@eé 4eo GaxaTaT aaéoa TTédl. TOTA0AT 14 0adxd TA4TAdA-
¢080 ETATEO TeaTadT 633eN00a 4 A300Teé 8aden0d (0aé +0T TYo0é 40 GamaTaT 4aé0a ANddaa TOTORATITETRAT
DAROTI O 4203) & SATTORD60 480 16aA@AAT 0AcOVAA AAATAT 42603, ~0T TORATAS) & TOTA0GATA0A0 & 2*° ATCl Te-
100 éep+aé. Yo& 6tadaina ToToaa000 4aTadadee eép+aé nadease NaTp daacecadep DES & aafiyol oOfy+ dac



104 d3asecanee. 108 TOTAA0RE 10EEETTA AEp+aé A fAROTA0 (TATTE TaoeiTé ese TafeTelee e TadaesaellT)
Oece-afiee aTciTaiT JaneTeTol e8p+e &¢ ETATETA TexTAAT 043efioda & éép+e &¢ 6e0d & feTaTeTa TeeTasT
0338003 A6ETTE AT 8 426074, 480AALOTT-08O5TANA 8p+e - 48&TTé 4T 7 4380T4, é8p+& &¢ T4+20341 00 IETATETA
& ASCII-feTaTETA - 48&1Té 4T 6 426074, 4 Bép+& &¢ 8-480Ta0I6 ASCII-AeTATETA - 482TTé 4T 5 436074
A Oaae. 8-1.
Te&+4f0AT ATCi T (16 88p+4é & dacée+T00 TOTHOdATM0AA0 é&p+4é

4 4360 5 436074 6 436074 7 436074 8 438074
NodT+104& 46840 (26) 460000 1.2*10’ 3.1*10° 8.0*10° 2.1*10"
NodT+T04& 46840 & 62630 (36) 1700000 6.0%10’ 2.2*10° 7.8*10% 2.8*10%
Aédaae0T04 & 06eddTand feiared 1.5%10’ 9.2*10° 5.7*10% 3.5%10% 2.2%10"
(62)
T4+20441 04 fieT1aTéq (95) 8.1*10’ 7.7%10° 7.4%10" 7.0%10% 6.6%10"
NeTaTéd Ascli (128) 2.7%10° 3.4%10% 4.4*10% 5.6*10% 7.2%10'°
8-420TA04 Ascll i@T1aTéd (256) 4.3*10° 1.1*10% 2.8%10™ 7.2%10% 1.8*10"°

A 0Oaée. 8-2
Adaiy efi-a0T0aapLIdaT TTeféa dacee+T100 TTRA0OATH0AA é6p+aé (158 TATTT 18868TT4 T8TA40TE A fd-
86140)

4 33604 5 436074 6 436074 7 436074 8 436074
NodT=104 46840 (26) 0.5f&e6Ta0 12 fidéoia 571e760 2.2 -afia 2.4 &ty
NodT=T04 46640 & 6e630 (36) 1.7 idéoTat 1 1éiooa 36 18160 22 +afa 33 &fy
Aedaaeoind & 0eodTatd feiated 15 figééia 15 1160 16 +afiTa 41 &4 6.9 4Taa
(62)
T4+20381 04 fiéT1aTé0 (95) 1.4 187600 2.1 +afia 8.5 &ty 2.2 4Taa 210 &89
Neiated Ascli (128) 45 1é1600 9.5 +afia 51 &a1i 18 880 2300 &30
8-480Ta04 Ascll i@ TATE( (256) 1.2 +afa 13 414é 8.9 a4Taa 2300880 580000 &40

TOTAOT

o~ o~ ~

4é E&yei (Daniel Klein) i1 T4 0afETETOU 40 TOTOATOTA TA0TEAE Ta ddaTail éTivipoass, &
aneanioey [847, 848]. 140, TT T4 Tada4&daé TAST TadTél ¢a 400481, TOoAYfl 4Té0e A fiefodl
@e0dTAATT(é Badé TadTEaé & TAATS TYé Aied008a AA0TTTI IT. ATO, +0T T1 T8TATA4é

é
a3 ATcI T i TaT TadTey &1y TTel¢Taa
11 810T01a0ep. A 63€TT, Ta TAiTad
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apaxdoa klone &
DvkkvD, DANIEL-KLEIN, (klone), KleinD, & 0aé &daéaa.
16000), Tacaafey

1
"Spaniard"), €T1a7a &¢aanofa
TaM0a &¢ 6eéliTa e

¢, Tie fi 4Télwaé adoTyoTTiol
é 1

"Barney" &ai+a
ée TTélcTAa086e 1T 1884
gép+e Ta TaaTeled 6efoT+6ad 4 4014
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TaTAaéThu aT 130 daceée+100 TaoTéad.

~ANNO

TTE(¢Ta20a8y "Daniel V.

e
Klein": klone, klone0O, klonel, klonel23, dvk, dvkdvk, dklein, Dklein, leinad, nielk, dvklein, danielk,

iiéed eTal (AnaaT TETeT
e "spain", "Spanish", &
3a07Te, cadTeTage, daome

e

a e¢ Bullfinch's Mythology



fiETaa0aé 1e0e+aneé T0T00), ATTO0 (Aéép+ay Tacdarey éT1afa, TdTcaélia e iTa0easuiaa 0aoie-
0), ~éfiéa (caTefiai 104 éaé veodate - '2001", 0aé & aééaaie "twelve"), iodTée NETATETA e +efdé ("
" " " n é

"aa", "aaa",

0
GOdazaiey (0eTa "fuckyou", "ibmsux" & "deadhead"), fioaiaado éé
'gqwerty", "asdf" & "zxcvbn"), iTédaviaiéy (0éra "roygbiv" 0
ceéfée - & "ooottafagvah" - 1 Tal Tié+anéay ndaia aey i
8Ta (TYTé6+a4TT04 & /etc/hosts), 4367, TUARAG & T
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A Eadg, Tachaiey anoadTeata
AGEETAATTO0 OATAA E&yeiTi. EOTAT, 48y
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3. Aaseavee i
O0Tdadeypuel i
A0@86TTIYT60T
ar "scholar" [ 1

"scholar” a0&T 40 0aéad TOTAAOATT

"z" & 6edoTé "2", a da

o o

]

SIC)

> -

) o D
1

Q
) D =)

i
'@ 5e0sTE "5". Addday T8 ye ] fiéTaa ai

o™
8

Qo
=13
[N
o
™
a»

T TTeaM0AATTITA +Ef6T ( 14T, A0ET ée NeTaT no
T04a88, +0TAO "dress” cATATEETHU Ta "dresses”, "house” - Ta "houses”, & "daisy" - Ta "daisies”. OToy
Eeyéi 14 an0eT T084402eA36MY TAAE TOATA0ACTAATEY 6T 1 1TeAM0AATITIO +&fiéd, TTyoTi06 "datum"”
fioaéa "datums" (& T& "data™), "sphynx" - "sphynxs" (a T4 "sphynges"). ATaéTae+iT, 46y To4TadacTAA Ty
fiéTa dTaaagyeeni

efill 0O eRn "-ed", "-er" & "-ing", TTATAIT "phase” & "phased,” "phaser" & "phasing". Yoé
ATITET@0361TO4 TOTAGOEE 4TAdA&ée 414 1000000 fETA & fTefied ATciTeei(0 TadTeaé, ET0T804a 19TAs-
aTTT

ayéefil a8y éasdTd

,I\,I\\ \

Lo~ N O

élicTaaoady.

4. Dagée+i0a
TOTE0A 3.
0
é 43007410 844
4efi0d6 0040 TATETA, € 0.4. EcTaiaiey TAeTT=iTaT Ne1aTéa 4Taa-

Q»
(94
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[ d
D>
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Qo
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Qo
Qx
-\
’

8336T4¢ 1404 4014 3000000 fIETA 46Y GaeATAT TTEICTAA0AEY, Afice A&y
T 'I' ~A O -~ 0 ~0 . 0\ A 0~ -\ X b .~ AN AN

é Ta3dGa éciafaiey +a00dad, Tyoe & gaioe NeTaTéTa
AT8a60e+TTE, 036 Baé a6y €0 ToTaadee Ta 03a0aéT al~efeeodeluras TTUuTTioaé.

5. 5. ETTNodail 104 féTaa 48y e TTROGAT 100 TTélcTaa04e8é. NTdoeoe+4
TOTAAOYE TAoTEE &¢ ER0AENETAT YoOiéa A&y TTEUCTAA036aE i €0aéNe
4Ta efTTelcTAdSHY f0aT4aad0 Pinyin Romanization, fiéTae Taudaeiye
féTeeT04 NETAA. 038 828 T4 A0ET A0TTETATT 104833080881 TTE TOTADER fiET
236y efi+a0ThaaplIeé T4044TO. 048 8aé & fiéfiddia Pinyin AGCIAN0A0A
158404 fiéTa i 4301y N&Taaie, & T4l 1TaT ATélwa 16000000 fiETa i
anesaoey 1Ta a0 400U GA3ET eRTTEUCTAAT & 48y aTaeeéneTaT ychéa,
eciTAeT 00 Te+34T T4 ¢cTa+atied néTa
6. Tad0 néTa. TauaTl 0a6TAT efi+a0T0AaPp UIAAT 04Mi0a 8Tea4840MY. x0Tal GTATROROU 04fi0, &¢ /usr/dict/words
eTTEICTAAGER OTEUET NETAA A8 TTE 00e eée +40004 ieTaTea. Adxd To& YOT1, +efieT Tad fETa fiThoa-
ACET TOCACECROAGUTT AAMyol TEEEETITA.
Ared0i0ed AT NETaadaT Tal TTAT T1TOT44, 67482 TIT eTTElCOA0Ny TOTORA Haéea eép+aé, a i
gép+a. TaeiT=10é TTEl(TAa086l TTea0 400l 4TH0A0T=IT dacoial & a04adaol 6TOTERd eép+e
éjpadé earané a0ae8ad0 Tan0aaTTaé éep+ 8aé TAadTEl ETT TUP0AdTTE fienodl O, 0T 4aceéa AddTyor
TT 8026T4é 1404 TaeT +46TA4é 401430480 8&p~+, eTapLieéry A IETAa0a AcETT idéa
Neo+aéi0d eep+e
OToT@eie éép+aieé yaeypofy fAodTée feo+aéiao aéoTa, fiTcaal 104 TAETOTOOT 2A0TTa0e+4MéeT TOTOANATT.
Ange agera esp+a fiT0AAEYA0 64 4204, OT afid ATCT T 104 64-480TA04 ép+@ dTéeT( 4000 03ATTAAOTYOTO. AATE-
5e36€0a 400 &&p+aé, TTEUCOYMl GEAT TaadeeTOT eR0T+TEETT E0+AéT00 +&fide (1. dacade 17.14), &EAT €8eT01-
AACTTARTOT AATA0A0TOTT THAAATREG+aETO0 480Ta (1. 46aa0 16 & 17.) Anée 0aéed aaoTiaoe+aneed
AThoOTT0, 40Th
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aoey fied+a T : i eol aa@ 3 iT, NETEl
8T A03TaTe 43T TTTaaTaeony, ~0Tal ¢arTi 1eol 25e8 56f2 e8ba c8207). Arée 231 TaaT 3474080Ta00 TOTHOTEé aey
carTiefarey éép+, caiaféedoéod aarT. EA3a6TT Yasyaony OT, ~0T €436T carTiieol, 1T 000ATT 63aadol. ATO Ta-
NETEUET TodAETRATEE:

~ A = L. - ~ 0

1ATETT TOTé00avee, 1ardeias, "turtle*moose" eée "zorch! splat”
084, yaeyprigany acaTieTaie 4éeTi00 60a¢, Tarde1ad, "Mein Luftkissenfahrzeug ist voller Aale!"
fiéozxee0 46y carTietaiey éép+a "MLivA!l"

My name is Ozymandias, king of kings. Look on my works, ye mighty, and despair. *

Az

Teed0 "TAOAT TETOURY" & 0361
e6cl 4398 5ae9 0a9%b

-




O aaT4da0ee eep+aé X9.17

Noaiaado ANSI X9.17 Trodadeyas Aimita AdTadacee éép+aé (. 7th) [55]. 1

fiy é8p+e, & ATéiioa TTA0TAS) 48y AdTadavee & & fie

40acee eep+aé efITelcodony e8eToTa0a08+4M
EEED

> ? »|PeOHTaA0U|—> Vi

Ri= Ex(Ex(Ti) A Vi)

Agy 3aTadacee Vi, a0+efeel:
Vi+1: EK(EK(T|) A R,)

Aéy T83a8a0IaTeY R; & 8ép+ DES, T8R0T 04a6e0d faealé ATHUTTE 4e0. Ange 4aT T6®AT 64-460Ta0é éep+,
eRTTElCOE08 Bep+ Ad¢ ecidTarey. Ange AaT oAl 128-460Ta0€é 86+, MTCAACOA TAd0 B&p+aé & TaldaeTeod 0.

.,

2 b N 1§
i< )/

)
- - o @:

=4 o

éda0é




Ad63eT dagdiedi ToTagdia dan
dacadé 3.6) & Tadaaa+a &6 IT dagée+
00300y - ie0xaTé TT-1Té 4

fiTadaol ana +anoeé, 6T
+ayd, édTia édaé
438 TOeTaTeol

1
147800 FGAT
faaseaadl eep-, afiee

ky
E660i&d
TOTPAAEOAEU TTEOXAOAEU
Adeeo eep+ a +anoe O ko ATffioaTaaeeaado eep+
ataciay T1=0a
ks
Kq
03ea0TI
- Ks
1T+01a0é dTédal
k]_ k2 k3 k4 k5 k2 k5

. PR

peéfi. 8-2. PafiTd3a46aTea é6p+aé TT TadagedcliTal éaragal.

Eép+e oeddTaaiey eep+aé, Tatied 46y Tad0 TTEUCTA03646, GTOTET TTEICTAA0N & TA4Télwed faoyo, 1T i
6adee+aiedl fdoeé oaéay fefiodTa 00T foaiTacony asTITcAETé. Oaé éaé éaeaday Tada TTElcTaanacdé atéxia






. Ogée 04 aie, 671442 TOTA00A TEESTETI TiPO&AdN daaTOaEe T4 61daa-

¥ 4041y Macintosh System 7, Windows NT & UNIX. TaaTciTeiT fiéa-

fioaiTaeo dadToaplidp T8Tada1 16 @eddTaaiey, careaad ana fa aefé e dac-

ada+4. ET44a TradaoeTiiay fefodia, TaéTias, adsraony é eeodrtaaiep,

a i, éaooe 40 Teacaolny a&fiiiia caaaaimé. TradaseTiiay fiefiddia carenasa Tot-
30a110 @e0dTaaley Ta 4efé, e eep+ carefar AT4M0a i Taé. Eép+, Taca@edsTaai 10é, 40440 édaeaol Ta 4efied,

TT6A ETTTUP0Ad T4 TaTe@a0 +0T-TRA0A1 & Y00 @3 TAGAM0U TaTyoe TTAad0. YOT 1Tedo fed+eouny +adac TaNETEueT

18100, & 1Teed0 +404¢ TANETEUET TAMYOAA. YOTAT 1730 & Te6TA4A T4 e6+e0lny, T 8ép+ ana @4 1Tead Téacaoufy
T2 4efiéd & 0T0 TT1410, T44a 24M08eé 4efié 40M0T TOT+ANNAAA0MY Aa@eT TOTOCATEETT. A TOETA040TTE, T 1TATCA-
43+1Té 11033 y oébdtaaiey 1TelT of I G T Tal yoa Tradacey 1a 194
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Eép+e, 8107004 0004TT cATTI T
Tey 88p+46. TaT5e140, caed0
DATTAGATEY 88p+a RSA TTECTA

(¢4
o
famt

1 1
é 88p+ RSA 1740 i
480 46480 aTé®AT A4Af0e B8P+ DES 4 T3T4041 16 432




36 (1. dacadé 4.14). T1 0844080, ~0TAD &M ITOB0ATEEe caTenase fiaTe Bép+e Ta 401 aeead Toaase 60 Ta+aél-
7886 fiededl AaCTTARTTROE ETiTaree, 6TOTOOE ¢aTdd0 €0 44a-Teddal a fidéd (eee capedddad ed aeaairal
86p+T1). 041440, ~0TA0 T4 fe6+e&TIU i AeeiiTé, ATa 6cTado 83 éép+ 6 Tarasifeda fedeal adcTraniiioe. Aua
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Ta0a cfa+aiéy (443 m - yoT dac14ad 4ét-
410 ATeleTa +eNeT. ET44a dac14d
S0ABUTT 2"*. A&y 64-480TTAT

Baci 00 4ETéa, 4

2SR
=

ox

Agy efTTelcTaATeY A6T+TTAT a84T0e014a 4 88814 fio 46TéTa (block chaining, BC), T8THOT A01TéT€04
XOR adTaa aér=inar 04 XOR anad 18420400180 46TETA @eO8TOaEM0A. Eaé & 48y CBC efrTél-

T4T 2206083 & dacoeiina
cGR0RY 1V, T 2081 a0e-4rié

C,=Ek(P,QF*;F,I=F, ©C,P,=F, ©*(C); Fi*I =F,
©Ci

N A -~ —~

Eaé & CBC, Tadaoiay fiaycii ToToaiia BC TOSATAS é dafvdThodaiaiep



TOT4é41a BC caéép+adofy a 0TT, 0T ec-ca 0T4T, ~0T adoeddedTaaied 46Téa oe0dT0dén0a caaefied To afidd 104
a0aoried 46TéTa @edaT0aéM0a, aae THi0adl Tay Toeaéa @eOdToaéM0a T8eaddd0 & TaTdadedliTé daigeodTaéd anad
Tifiedadpuied 46TéTa @&03ToaéM0A.

Ty I6ATEaTEY 46TETA @eoda

N

iy AodTearey 46TéTa @édda (propagating cipher block chaining, PCBC) [1080]
i T, +0T & Tddataouieé aéTé T0es00TaT 03 & Tddatiaoueé aere

atvée XOR i 0880CIET 4ETETT TOEdO0TH

Ci=E*P,©CilOP, I)P*=Cjl©Pil©a*,)

PCBC éfiTTéiicodony a Kerberos 4adiiee 4 (. dacade 24.5) 4éy A0TTETarey ca TaeT T6TOTA & peodTaairey, &
TOTA408e H&ETHOTTNOR. A d8eeT14 PCBC Toeada oeddT0aeM0a TORATAR) & TATdAACEITTIO 4daedoedTadiep anadd
TTNEaaopIed 46TETA. YOT T¢ia+ado, 0T TOTAadea foaTaad0 i TaT 46Téa 4 eTT0A ATTAlIATey TadiTa+ea340 HaéTho-
7100 AN3AT ATTatIarey.

(cipher block chaining with checksum, CBCC) T8aafnoaa-
afiad Geed caoe0dTaal 100 A6TETA TOSOUOTAT 03

< XOR i fiT6daTyai a1 ¢ia+aie-

760 d3gOeload 4d@eddTade TT-

e

D’ =/
Do )
pal

: O
o 0

i
&1y 46y GamATAT 04G0VIAAT
aB0p-Teadal ETTR0ATO0 eée fiedeed a6y TOTAA0EE GAETHOT

( fafi Térevaéuidaie arrméieoaé

AQBTATAY Tadaoiay faycl fi TaeeTaéiTé 661eoeaé (output feedback with a nonlinear function, OFBNLF) [777]

TOAANI0AABYAD FITATE A308AT0 & OFB, & ECB, 444 88p+ &CTATYAONY fi 8acal T 4ETETT:
C, = EkK*P*, K* = Edit, ,1 P, =a*)); Ki = E*K, I)

Toeaca TATTAT 4802 @@O3T0aM0a AARTITAOBATYA0NY OTEUET Ta TaeT 46Té TORSNOTAT 086fi0a. TATALT, afiee 40
080yaony eee 4TAAAEYA0NY, 0T Taeada GanTaTIOdATYA0NY AT AdRETTa+TThoe. N a6T=TOT aédToe0T T, efrTéilcop-
e iETeTOé a8aTOR0T TeaTedTaaiey éep+aé, yoTo daxeT BaAT0ad0 TAA6ATTT. B T4 ¢Tap, 8aé A0TTETYOU 8OeT-
oTaTagec yOTaT ddzeia

ATGiTeei0 & 400364 d3xei
block chaining, PBC) TT0Ta4 fa

1 , T

OTAT 04604 & 46y T83ANA0UIAAT 46TéA TORGNIOTAT 0460a, & T4 A6TEA @@OATOAEM0A. TadaoTay nayel 1T i
04éfio6 (plaintext feedback, PFB) TToTaa Ta CFB ¢a éfiéép+aiedl 0TaT, ~0T aéy TadaoiTé fiayce efirTélcodony 13
@E03TO4EM0, & TORdN00E 08670, NOTIAN0a040 0ataed GATEATEA AETETA @@OOTOAEH0A T dacse+eyi TORSNOTAT 04é-
fioa (cipher block chaining of plaintext difference, CBCPD). R 6438af, ~0T 1TeiT 1aéoé atid 0aeffioaariaa

Aree 6 eaeTOTaTace08E] AM0U TageTa 46y TTeNnéa eep+aé 4804Té MeeTé, OT TT fliTedd 8anédnol eep+, anee
6334340 TaeT &c A6TETA TOBGNOTAT 0défoa. TAETOTA0A é¢ GTTIYTG000 MOSATT(0 SaeeTTa, IT 608, Yasypoiy &T-
TTETe0dcliTaT oe00TaaTedl Tadaa efirTelcTaareadl aeaToeoia @eooTaarey: 1arToe1ad, XOR 04éfioa & OeéfiedT-
3aT1Té Maeda0TTé MOGTEE eée TAdan0arTaéa 0aéioa. 1T+0& afd TOBETTATEY TO f0aTaadoTa TT1a@apo TTaTaiTio
éoerorarageco



ECB:

Security:

-Plaintext patterns are not concealed.

- Input to the block cipher Is not randomlzed; It Is the same as the plaintext. + More than one message can be encrypted with the same

- plaintext Is easy to manipulate; blocks can be removed, repeated, or Interchanged.
Efficiency: + Speed is the same as the block cipher.

- Clphertext Is up to one block longer than the plaintext, due to padding.

- No preprocessing is possible. *Processing is paraUelizable.

Fault-tolerance:

-A ciphertext error affects one full block of plaintext.

- Synchronization error is unrecoverable.

CFB:

Security:

+ Plaintext patterns are concealed. + Input to the block cipher is randomized. + More than one message can be encrypted with the same key, provided
that a different IV is used. +/- Plaintext is somewhat difficult to manipulate; blocks call be removed from the beginning and end of the message, bits of the
first block can be changed, and repetition allows some controlled changes.

Efficiency: + Speed is the same as the block cipher.
- Ciphertext is the same size as the plaintext, not counting the 1V.
+/- Encryption is not paraUelizable; decryption is paral- Idizable and has a random-access property.

- Some preprocessing is possible before a block is seen; the Previous ciphertext block can be encrypted. +/- Encryption is not parallelizable; decryp-
tion is paral- felizable and has a random-access property.

F'auh-toterance:
-A ciphertext error affects the corresponding bit of plaintext and the next full block.

+ Synchronization errors of full block sizes are recoverable. I. -bit CFB can recover from the addition or loss of single bits.

chc:

Security:

+ Plaintext patterns are concealed by XORing with previous ciphertext block.

+ Input to the block cipher is randomized by XORing with the previous ciphertext block.
+ More than one message can be encrypted with the same key.

+/- Plaintext is somewhat difficult to manipulate; blocks can be removed from the beginning and end of the message, bits of the first block can be
changed, and repetition allows some controlled changes.

Efficiency: + Speed is the same as the block cipher.
- Ciphertext is up to one block longer than the plaintext, not counting the 1V.
- No preprocessing is possible.
+/- Encryption is not paraUelizable; decryption is paral- lelizable and has a random-access property.
Wau*-toterance:

- A ciphertext error affects one full block of plaintext and the corresponding bit in the next block.



- Synchronization error is unrecoverable.
OFB/Counter:

Security;

+ Plaintext patterns are concealed. + Input to the block cipher is randomized. + More than one message can be encrypted with the same key, provided
that a different 1V is used. - Plaintext is very easy to manipulate; any change in ciphertext directly affects the plaintext.

C*Iclency: + Speed is the same as the block cipher.
- Ciphertext is the same size as the plaintext, not counting the V. + Processing is possible before the message is seen.
-/+ OFB processing is not paraUelizable; counter processing is paraUelizable.
Fau*t-tolerance:

+ A ciphertext error affects only the corresponding bit of plaintext. - Synchronization error is unrecoverable.



CFB-specifically 8-bit CFB-is generally the mode ol choice for encrypting streams of characters when each char-
acter has to be treated individually, as in a link between a terminal and a host. OFB is most often used in high-speed
synchronous systems where error propagation is intolerable. OFB is also the mode of choice if preprocessing is re-
quired.

OFB is the mode of choice in a error-prone environment, because it has no error extension.

Stay away from the weird modes. One of the four basic modes-ECB, CBC, OFB, and CFB-is suitable for almost
any application. These modes are not overly complex and probably do not reduce the security of the system. While it is
possible that a complicated mode might increase the security of a system, most likely it just increases the complexity.
None of the weird modes has any better error propagation or error recovery characteristics.

9.12 INTERLEAVING

With most modes, encryption of a bit (or block) depends on the encryption of the previous bits (or blocks). This can
often make it impossible to parallelize encryption. For example, consider a hardware box that does encryption in CBC
mode. Even if the box contains four encryption chips, only one can work at any time. The next chip needs the results
of the previous chip before it starts working.

The solution is to interleave multiple encryption streams. (This is not multiple encryption; that's covered in Sec-
tions 15.1 and 15.2). Instead of a single CBC chain, use four. The first, fifth, and every fourth block thereafter are en-
crypted in CBC mode with one IV. The second, sixth, and every fourth block thereafter are encrypted in CBC mode
with another IV, and so on. The total 1V is much longer than it would have been without interleaving.

Think of it as encrypting four different messages with the same key and four different 1Vs. These messages are all interleaved.

This trick can also be used to increase the overall speed of hardware encryption. If you have three encryption chips, each ca-
pable of encrypting data at 33 megabits/second, you can interleave them to encrypt a single 100 megabit/second data channel.

Figure 9.16 shows three parallel streams interleaved in CFB mode. The idea can also work in CBC and OFB modes, and with
any number of parallel streams. Just remember that each stream needs its own IV. Don't share.

9.13 BLOCK CIPHERS VERSUS STREAM CIPHERS

Although block and stream ciphers are very different, block ciphers can be implemented as stream ciphers and stream ciphers
can be implemented as block ciphers. The best definition of the difference I've found is from Ranier Rueppel [1362.]:

Block ciphers operate on data with a fixed transformation on large blocks of plaintext data; stream ciphers oper-
ate with a time-varying transformation on individual plaintext digits.

Figure 9.16 Interleavingthtee CFB encryptions.

In the real world, block ciphers seem to be more general (i.e., they can be used in any of the four modes) and stream ciphers
seem to be easier to analyze mathematically. There is a large body of theoretical work on the analysis and design of stream ci-
phers-most of it done in Europe, for some reason. They have been used by the world's militaries since the invention of electronics.
This seems to be changing; recently a whole slew of theoretical papers have been written on block cipher design. Maybe soon
there will be a theory of block cipher design as rich as our current theory of stream cipher design.

Otherwise, the differences between stream ciphers and block ciphers are in the implementation. Stream ciphers that only en-
crypt and decrypt data one bit at a time are not really suitable for software implementation. Block ciphers can be easier to imple-
ment in software, because they often avoid time-consuming bit manipulations and they operate on data in computer-sized blocks.
On the other hand, stream ciphers can be more suitable for hardware implementation because they can be implemented very effi-
ciently in silicon.

These are important considerations. It makes sense for a hardware encryption device on a digital communications channel to
encrypt the individual bits as they go by. This is what the device sees. On the other hand, it makes no sense for a software encryp-
tion device to encrypt each individual bit separately. There are some specific instances where bit- and byte-wise encryption might
be necessary in a computer system-encrypting the link between the keyboard and the CPU, for example-but generally the encryp-
tion block should be at least the width of the data bus.



Aéaaa 10 Using Algorithms

Think of security - data security, communications security, information security, whatever - as a chain. The security of the
entire system is only as strong as the weakest link. Everything has to be secure: cryptographic algorithms, protocols, key manage-
ment, and more. If your algorithms are great but your random-number generator stinks, any smart cryptanalyst is going to attack
your system through the random-number generation. If you patch that hole but forget to securely erase a memory location that
contains the key, a cryptanalyst will break your system via that route. If you do everything right and accidentally e-mail a copy of
your secure files to The Wall Street Journal, you might as well not have bothered.

It's not fair. As the designer of a secure system, you have to think of every possible means of attack and protect against them
all, but a cryptanalyst only has to find one hole in your security and exploit it.

Cryptography is only a part of security, and often a very small part. It is the mathematics of making a system secure, which is
different from actually making a system secure. Cryptography has its "size queens": people who spend so much time arguing about
how long a key should be that they forget about everything else. If the secret police want to know what is on your computer, it is
far easier for them to break into your house and install a camera that can record what is on your computer screen than it is for them
to cryptanalyze your hard drive.

Additionally, the traditional view of computer cryptography as "spy versus spy" technology is becoming increasingly inap-
propriate. Over 99 percent of the cryptography used in the world is not protecting military secrets; it's in applications such as bank
cards, pay-TV, road tolls, office building and computer access tokens, lottery terminals, and prepayment electricity meters [43,44].
In these applications, the role of cryptography is to make petty crime slightly more difficult; the paradigm of the well-funded ad-
versary with a rabbit warren of cryptanalysts and roomsful of computers just doesn't apply.

Most of those applications have used lousy cryptography, but successful attacks against them had nothing to do with cryp-
tanalysts. They involved crooked employees, clever sting operations, stupid implementations, integration blunders, and random
idiocies. (I strongly recommend Ross Anderson's paper, "Why Cryptosytems Fail" [44]; it should be required reading for anyone
involved in this field.) Even the NSA has admitted that most security failures in its area of interest are due to failures in imple-
mentation, and not failures in algorithms or protocols [1119]. In these instances it didn't matter how good the cryptography was;
the successful attacks bypassed it completely.

10.1 CHOOSING AN ALGORITHM

When it comes to evaluating and choosing algorithms, people have several alternatives:

- They can choose a published algorithm, based on the belief that a published algorithm has been scrutinized by many cryp-
tographers; if no one has broken the algorithm yet, then it must be pretty good.

- They can trust a manufacturer, based on the belief that a well-known manufacturer has a reputation to uphold and is un-
likely to risk that reputation by selling equipment or programs with inferior algorithms.

- They can trust a private consultant, based on the belief that an impartial consultant is best equipped to make a reliable
evaluation of different algorithms.

- They can trust the government, based on the belief that the government is trustworthy and wouldn't steer its citizens wrong.

- They can write their own algorithms, based on the belief that their cryptographic ability is second-to-none and that they
should trust nobody but themselves.

Any of these alternatives is problematic, but the first seems to be the most sensible. Putting your trust in a single manufac-
turer, consultant, or government is asking for trouble. Most people who call themselves security consultants (even those from big-
name firms usually don't know anything about encryption. Most security product manufacturers are no better. The NSA has some
of the world's best cryptographers working for it, but they're not telling all they know. They have their own interests to further
which are not congruent with those of their citizens. And even if you're a genius, writing your own algorithm and then using it
without any peer review is just plain foolish.

The algorithms in this book are public. Most have appeared in the open literature and many have been cryptanalyzed by ex-
perts in the field. I list all published results, both positive and negative. | don't have access to the cryptanalysts done by any of the
myriad military security organizations in the world Which are probably better than the academic institutionsAthey've been doing it
longer and are better funded), so it is possible that these algorithms are easier to break than it appears. Even so, it is far more
likely that they are more secure than an algorithm designed and implemented in secret in some corporate basement.



The hole in all this reasoning is that we don't know the abilities of the various military cryptanalysts organizations.

What algorithms can the NSA break? For the majority of us, there's really no way of knowing. If you are arrested with a
DES-encrypted computer hard drive, the FBI is unlikely to introduce the decrypted plaintext at your trial; the fact that they can
break an algorithm is often a bigger secret than any information that is recovered. During WWII, the Allies were forbidden from
using decrypted German Ultra traffic unless they could have plausibly gotten the information elsewhere. The only way to get the
NSA to admit to the ability to break a given algorithm is to encrypt something so valuable that its public dissemination is worth
the admission. Or, better yet, create a really funny joke and send it via encrypted e-mail to shady characters in shadowy countries.
NSA employees are people, too; | doubt even they can keep a good joke secret.

A good working assumption is that the NSA can read any message that it chooses, but that it cannot read all messages that it
chooses. The NSA is limited by resources, and has to pick and choose among its various targets. Another good assumption is that
they prefer breaking knuckles to breaking codes; this preference is so strong that they will only resort to breaking codes when they
wish to preserve the secret that they have read the message. In any case, the best most of us can do is to choose among public al-
gorithms that have withstood a reasonable amount of public scrutiny and cryptanalysts. Algorithms for Export

Algorithms for export out of the United States must be approved by the U.S. government (actually, by the NSA (see Section
25.1). It is widely believed that these export-approved algorithms can be broken by the NSA. Although no one has admitted this on
the record, these are some of the things the NSA is rumored to privately suggest to companies wishing to export their crypto-
graphic products:

- Leak a key bit once in a while, embedded in the ciphertext.

- "Dumb down" the effective key to something in the 30-bit range. For example, while the algorithm might accept a 100-bit
key, most of those keys might be equivalent.

- Use a fixed IV, or encrypt a fixed header at the beginning of each encrypted message. This facilitates a known-plaintext
attack.

- Generate a few random bytes, encrypt them with the key, and then put both the plaintext and the ciphertext of those ran-
dom bytes at the beginning of the encrypted message. This also facilitates a known- plaintext attack.

NSA gets a copy of the source code, but the algorithm's details remain secret from everyone else. Certainly no one adver-
tises any of these deliberate weaknesses, but beware if you buy a U.S. encryption product that has been approved for export.

10.2 PUBLIC-KEY CRYPTOGRAPHY VERSUS SYMMETRIC CRYPTOGRAPHY

Which is better, public-key cryptography or symmetric cryptography? This question doesn't make any sense, but has been de-
bated since public-key cryptography was invented. The debate assumes that the two types of cryptography can be compared on an
equal footing. They can't.

Needham and Schroeder [1159] pointed out that the number and length of messages are far greater with public-key algo-
rithms than with symmetric algorithms. Their conclusion was that the symmetric algorithm was more efficient than the public-key
algorithm. While true, this analysis overlooks the significant security benefits of public-key cryptography. Whitfield Diffie writes
492,494]:

In viewing public-key cryptography as a new form of cryptosystem rather than a new form of key management, | set the stage
for criticism on grounds of both security and performance. Opponents were quick to point out that the RSA system ran about one-
thousandth as fast as DES and required keys about ten times as large. Although it had been obvious from the beginning that the
use of public key systems could be limited to exchanging keys for conventional [symmetric] cryptography, it was not immediately
clear that this was necessary. In this context, the proposal to build hybrid systems [879] was hailed as a discovery in its own right.

Public-key cryptography and symmetric cryptography are different sorts of animals; they solve different sorts of problems.
Symmetric cryptography is best for encrypting data. It is orders of magnitude faster and is not susceptible to chosen-ciphertext at-
tacks. Public-key cryptography can do things that symmetric cryptography can't; it is best for key management and a myriad of
protocols discussed in Part I.

Other primitives were discussed in Part I: one-way hash functions, message authentication codes, and so on. Table 10.1 lists
different types of algorithms and their properties [804].



10.3 ENCRYPTING COMMUN1CAT10NS CHANNELS

This is the classic Alice and Bob problem: Alice wants to send Bob a secure message. What does she do? She encrypts the mes-
sage.

In theory, this encryption can take place at any layer in the OSI (Open Systems Interconnect) communications model. (See
the OSI security architecture standard for more information [305].) In practice, it takes place either at the lowest layers (one and
two) or at higher layers. If it takes place at the lowest layers, it is called link-by-link encryption; everything going through a par-
ticular data link is encrypted. If it takes place at higher layers, it is called end-to-end encryption; the data are encrypted selectively
and stay encrypted until they are decrypted by the intended final recipient. Each approach has its own benefits and drawbacks.

Link-by Link Encryption

The easiest place to add encryption is at the physical layer (see Figure 10. 1). This is called link-by-link encryption. The in-
terfaces to the physical layer are generally standardized and it is easy to connect hardware encryption devices at this point. These
devices encrypt all data passing through them, including data, routing information, and protocol information. They can be used on
any type of digital communication link. On the other hand, any intelligent switching or storing nodes between the sender and the
receiver need to decrypt the data stream before processing it.

This type of encryption is very effective. Because everything is encrypted, a crypt- analyst can get no information about the
structure of the information. He has no idea who is talking to whom, how long the messages they are sending are, what times of
day they communicate, and so on. This is called traffic-flow security: the enemy is not only denied access to the information, but
also access to the knowledge of where and how much information is flowing.

Security does not depend on any traffic management techniques. Key management is also simple; only the two endpoints of
the line need a common key, and they can change their key independently from the rest of the network.

Imagine a synchronous communications line, encrypted using 1-bit CFB. After initialization, the line can run indefinitely, re-



covering automatically from bit or synchronization errors. The line encrypts whenever messages are sent from one end to the other;
otherwise it just encrypts and decrypts random data. Eve has no idea when messages are being sent and when they are not; she has
no idea when messages begin and end. All she sees is an endless stream of random-looking bits.

If the communications line is asynchronous, the same 1-bit CFB mode can be used. The difference is that the adversary can
get information about the rate of transmission. If this information must be concealed, make some provision for passing dummy
messages during idle times.

The biggest problem with encryption at the physical layer is that each physical link in the network needs to be encrypted:
Leaving any link unencrypted jeopardizes the security of the entire network. If the network is large, the cost may quickly become
prohibitive for this kind of encryption.

Additionally, every node in the network must be protected, since it processes unencrypted data. If all the network’s users
trust one another, and all nodes are in secure locations, this may be tolerable. But this is unlikely. Even in a single corporation,
information might have to be kept secret within a department. If the network accidentally misroutes information, anyone can read
it. Table 10.2 summarizes the pros and cons of link-by-link encryption.

End-to-End Encryption

Another approach is to put encryption equipment between the network layer and the transport layer. The encryption device
must understand the data according to the protocols up to layer three and encrypt only the transport data units, which are then re-
combined with the unencrypted routing information and sent to lower layers for transmission.

This approach avoids the encryption/decryption problem at the physical layer. By providing end-to-end encryption, the data
remains encrypted until it reaches its final destination (see Figure 10.2). The primary problem with end-to-end encryption is that
the routing information for the data is not encrypted; a good cryptanalyst can learn much from who is talking to whom, at what
times and for how long, without ever knowing the contents of those conversations. Key management is also more difficult, since
individual users must make sure they have common keys.

Building end-to-end encryption equipment is difficult. Each particular communications system has its own protocols. Some-
times the interfaces between the levels are not well-defined, making the task even more difficult.



If encryption takes place at a high layer of the communications architecture, like the applications layer or the presentation
layer, then it can be independent of the type of communication network used. It is still end-to-end encryption, but the encryption
implementation does not have to bother about line codes, synchronization between modems, physical interfaces, and so forth. In
the early days of electro- mechanical cryptography, encryption and decryption took place entirely offline; this is only one step re-
moved from that.

Encryption at these high layers interacts with the user software. This software is different for different computer architec-
tures, and so the encryption must be optimized for different computer systems. Encryption can occur in the software itself or in
specialized hardware. In the latter case, the computer will send the data to the specialized hardware for encryption before sending
it to lower layers of the communication architecture for transmission. This process requires some intelligence and is not suitable
for dumb terminals. Additionally, there may be compatibility problems with different types of computers. The major disadvantage
of end-to-end encryption is that it allows traffic analysis. Traffic analysis is the analysis of encrypted messages: where they come
from, where they go to, how long they are, when they are sent, how frequent or infrequent they are, whether they coincide with
outside events like meetings, and more. A lot of good information is buried in that data, and a cryptanalyst will want to get his
hands on it. Table 10.3 presents the positive and negative aspects of end-to-end encryption.

Combining the Two

Table 10.4, primarily from [1244], compares link-by-link and end-to-end encryption. Combining the two, while most expen-
sive, is the most effective way of securing a network. Encryption of each physical link makes any analysis of the routing informa-
tion impossible, while end-to-end encryption reduces the threat of unencrypted data at the various nodes in the network. Key man-
agement for the two schemes can be completely separate: The network managers can take care of encryption at the physical level,
while the individual users have responsibility for end-to-end encryption.

10.4 ENCRYPTING DATA FOR STORAGE

Encrypting data for storage and later retrieval can also be thought of in the Alice and Bob model. Alice is still sending a mes-
sage to Bob, but in this case "Bob" is Alice at some future time. However, the problem is fundamentally different. In communica-
tions channels, messages in transit have no intrinsic value. If Bob doesn't receive a particular message, Alice can always resend it.
This is not true for data encrypted for storage. If Alice can't decrypt her message, she can't go back in time and re-encrypt it. She
has lost it forever. This means that encryption applications for data storage should have some mechanisms to prevent unrecover-
able errors from creeping into the ciphertext. The encryption key has the same value as the message, only it is smaller. In effect,
cryptography converts large secrets into smaller ones. Being smaller, they can be easily lost. Key management procedures should
assume that the same keys will be used again and again, and that data may sit on a disk for years before being decrypted. Fur-
thermore, the keys will be around for a long time. A key used on a communications link should, ideally, exist only for the length of
the communication. A key used for data storage might be needed for years, and hence must be stored securely for years.



Other problems particular to encrypting computer data for storage were listed in [357]:

- The data may also exist in plaintext form, either on another disk, in another computer, or on paper. There is much more
opportunity for a cryptanalyst to perform a known-plaintext attack.

- In database applications, pieces of data may be smaller than the block size of most algorithms. This will cause the cipher-
text to be considerably larger than the plaintext.

- The speed of 1/O devices demands fast encryption and decryption, and will probably require encryption hardware. In some
applications, special high-speed algorithms may be required.

- Safe, long-term storage for keys is required.

- Key management is much more complicated, since different people need access to different files, different portions of the
same file, and so forth. If the encrypted files are not structured as records and fields, such as text files, retrieval is easier: The
entire file is decrypted before use. If the encrypted files are database files, this solution is problematic. Decrypting the entire data-
base to access a single record is inefficient, but encrypting records independently might be susceptible to a block-replay kind of
attack. In addition, you must make sure the unencrypted file is erased after encryption (see Section 10.9). For further details and
insights, consult [425,569].

Dereferencing Keys

When encrypting a large hard drive, you have two options. You can encrypt all the data using a single key. This gives a
cryptanalyst a large amount of ciphertext to analyze and makes it impossible to allow multiple users to see only parts of the drive.
Or, you can encrypt each file with a different key, forcing users to memorize a different key for each file.

The solution is to encrypt each file with a separate key, and to encrypt the keys with another key known by the users. Each
user only has to remember that one key. Different users can have different subsets of the file-encryption keys encrypted with their
key. And there can even be a master key under which every file-encryption key is encrypted. This is even more secure because the
file-encryption keys are random and less susceptible to a dictionary attack.



Driver-Level vs. File-Level Encryption

There are two ways to encrypt a hard drive: at the file level and at the driver level. Encryption at the file level means that
every file is encrypted separately. To use a file that's been encrypted, you must first decrypt the file, then use it, and then re- en-
crypt it.

Driver-level encryption maintains a logical drive on the user's machine that has all data on it encrypted. If done well, this can
provide security that, beyond choosing good passwords, requires little worry on the part of the user. The driver must be considera-
bly more complex than a simple file-encryption program, however, because it must deal with the issues of being an installed de-
vice driver, allocation of new sectors to files, recycling of old sectors from files, random-access read and update requests for any
data on the logical disk, and so on.

Typically, the driver prompts the user for a password before starting up. This is used to generate the master decryption key,
which may then be used to decrypt actual decryption keys used on different data.

Providing Random Access to an Encrypted Drive

Most systems expect to be able to access individual disk sectors randomly. This adds some complication for using many
stream ciphers and block ciphers in any chaining mode. Several solutions are possible.

Use the sector address to generate a unique IV for each sector being encrypted or decrypted. The drawback is that each sec-
tor will always be encrypted with the same IV. Make sure this is not a security problem.

For the master key, generate a pseudo-random block as large as one sector. You can do this by running an algorithm in OFB
mode, for example.) To encrypt any sec- tor, first XOR in this pseudo-random block, then encrypt normally with a block cipher in
ECB mode. This is called ECB+OFB (see Section 15.4).

Since CBC and CFB are error-recovering modes, you can use all but the first block or two in the sector to generate the IV for
that sector. For example, the 1V for sector 3001 may be the hash of the all but the first 128 bits of the sector's data. After generat-
ing the 1V, encrypt normally in CBC mode. To decrypt the sector, you use the second 64-bit block of the sector as an IV, and de-
crypt the remainder of the sector. Then, using the decrypted data, you regenerate the 1V and decrypt the first 128 bits.

You can use a block cipher with a large enough block size that it can encrypt the whole sector at once. Crab See Section 14.6)
is an example.

10.5 HARDWARE ENCRYPTION VERSUS SOFTWARE ENCRYPTION

Hardware

Until very recently, all encryption products were in the form of specialized hardware. These encryption/decryption boxes
plugged into a communications line and encrypted all the data going across that line. Although software encryption is becoming
more prevalent today, hardware is still the embodiment of choice for military and serious commercial applications. The NSA, for
example, only authorizes encryption in hardware. There are several reasons why this is so.



The first is speed. As we will see in Part 111, encryption algorithms consist of many complicated operations on plaintext bits.
These are not the sorts of operations that are built into your run-of-the-mill computer. The two most common encryption algo-
rithms, DES and RSA, run inefficiently on general-purpose processors. While some cryptographers have tried to make their algo-
rithms more suitable for software implementation, specialized hardware will always win a speed race.

Additionally, encryption is often a computation-intensive task. Tying up the computer's primary processor for this is ineffi-
cient. Moving encryption to another chip, even if that chip is just another processor, makes the whole system faster. The second
reason is security. An encryption algorithm running on a generalized computer has no physical protection. Mallory can go in with
various debugging tools and surreptitiously modify the algorithm without anyone ever realizing it. Hardware encryption devices
can be securely encapsulated to prevent this. Tamper- proof boxes can prevent someone from modifying a hardware encryption
device. Special-purpose VLSI chips can be coated with a chemical such that any attempt to access their interior will result in the
destruction of the chip's logic. The U.S. government's Clipper and Capstone chips See Sections 24.16 and 24.171 are designed to
be tamperproof. The chips can be designed so that it is impossible for Mallory to read the unencrypted key.

IBM developed a cryptographic system for encrypting data and communications on mainframe computers [515,1027]. It in-
cludes tamper-resistant modules to hold keys. This system is discussed in Section 24.1.

Electromagnetic radiation can sometimes reveal what is going on inside a piece of electronic equipment. Dedicated encryp-
tion boxes can be shielded, so that they leak no compromising information. General-purpose computers can be shielded as well,
but it is a far more complex problem. The U.S. military calls this TEMPEST,; it's a subject well beyond the scope of this book.

The final reason for the prevalence of hardware is the ease of installation. Most encryption applications don't involve gen-
eral-purpose computers. People may wish to encrypt their telephone conversations, facsimile transmissions, or data links. It is
cheaper to put special-purpose encryption hardware in the telephones, facsimile machines, and modems than it is to put in a mi-
croprocessor and software.

Even when the encrypted data comes from a computer, it is easier to install a dedicated hardware encryption device than it is
to modify the computer's system software. Encryption should be invisible; it should not hamper the user. The only way to do this in
software is to write encryption deep into the operating system. This isn't easy. On the other hand, even a computer neophyte can
plug an encryption box between his computer and his external modem.

The three basic kinds of encryption hardware on the market today are: self-contained encryption modules (that perform
functions such as password verification and key management for banks), dedicated encryption boxes for communications links,
and boards that plug into personal computers.

Some encryption boxes are designed for certain types of communications links, such as T-1 encryption boxes that are de-
signed not to encrypt synchronization bits. There are different boxes for synchronous and asynchronous communications lines.
Newer boxes tend to accept higher bit rates and are more versatile.

Even so, many of these devices have some incompatibilities. Buyers should be aware of this and be well-versed in their par-



ticular needs, lest they find themselves the owners of encryption equipment unable to perform the task at hand. Pay attention to
restrictions in hardware type, operating system, applications software, net- work, and so forth. PC-board encryptors usually en-
crypt everything written to the hard disk and can be configured to encrypt everything sent to the floppy disk and serial port as well.
These boards are not shielded against electromagnetic radiation or physical interference, since there would be no benefit in pro-
tecting the boards if the computer remained unaffected. More companies are starting to put encryption hardware into their com-
munications equipment. Secure telephones, facsimile machines, and modems are all available. Internal key management for these
devices is generally secure, although there are as many different schemes as there are equipment vendors. Some schemes are more
suited for one situation than another, and buyers should know what kind of key management is incorporated into the encryption
box and what they are expected to provide themselves.

Software

Any encryption algorithm can be implemented in software. The disadvantages are in speed, cost, and ease of modification
(or manipulation). The advantages are in flexibility and portability, ease of use, and ease of upgrade. The algorithms written in C
at the end of this book can be implemented, with little modification, on any computer. They can be inexpensively copied and in-
stalled on many machines. They can be incorporated into larger applications, such as communications programs or word proces-
sors.

Software encryption programs are popular and are available for all major operating systems. These are meant to protect in-
dividual files; the user generally has to manually encrypt and decrypt specific files. It is important that the key management
scheme be secure: The keys should not be stored on disk anywhere (or even written to a place in memory from where the processor
swaps out to disk). Keys and unencrypted files should be erased after encryption. Many programs are sloppy in this regard, and a
user has to choose carefully.

Of course, Mallory can always replace the software encryption algorithm with something lousy. But for most users, that isn't
a problem. If Mallory can break into our office and modify our encryption program, he can also put a hidden camera on the wall, a
wiretap on the telephone, and a TEMPEST detector down the street. If Mallory is that much more powerful than the user, the user
has lost the game before it starts.

10.6 COMPRESSION, ENCODING, AND ENCRYPTION

Using a data compression algorithm together with an encryption algorithm makes sense for two reasons:

Cryptanalysis relies on exploiting redundancies in the plaintext; com- pressing a file before encryption reduces these redun-
dancies.

Encryption is time-consuming; compressing a file before encryption speeds up the entire process.

The important thing to remember is to compress before encryption. If the encryption algorithm is any good, the ciphertext
will not be compressible; it will look like random data. (This makes a reasonable test of an encryption algorithm; if the cipher-
text can be compressed, then the algorithm probably isn't very good.)

If you are going to add any type of transmission encoding or error detection and recovery, remember to add that after encryp-
tion. If there is noise in the communications path, decryption's error-extension properties will only make that noise worse. Figure
10.3 summarizes these steps.

10.7 DETECTING ENCRYPTION

How does Eve detect an encrypted file? Eve is in the spy business, so this is an important question. Imagine that she's eaves-
dropping on a network where messages are flying in all directions at high speeds; she has to pick out the interesting ones. En-
crypted files are certainly interesting, but how does she know they are encrypted?

Generally, she relies on the fact that most popular encryption programs have well-defined headers. Electronic-mail messages
encrypted with either PEM or POP (see Sections 24.10 and 24.12) are easy to identify for that reason.



Other file encryptors just produce a ciphertext file of seemingly random bits. How can she distinguish it from any other file of
seemingly random bits? There is no sure way, but Eve can try a number of things:

- Examine the file. ASCII text is easy to spot. Other file formats, such as TIFF, TeX, C, Postscript, G3 facsimile, or Micro-
soft Excel, have standard identifying characteristics. Executable code is detectable, as well. UNIX files often have "magic num-
bers" that can be detected.

- Try to uncompress the file, using the major compression algorithms. If the file is compressed (and not encrypted), this
should yield the original file.

- Try to compress the file. If the file is ciphertext (and the algorithm is good), then the probability that the file can be ap-
preciably compressed by a general-purpose compression routine is small. (By appreciably, | mean more than 1 or 2 percent.) If it is
something else (a binary image or a binary data file, for examples it probably can be compressed.

Any file that cannot be compressed and is not already compressed is probably ciphertext. (Of course, it is possible to specifi-
cally make ciphertext that is compressible.) Identifying the algorithm is a whole lot harder. If the algorithm is good, you can't. If
the algorithm has some slight biases, it might be possible to recognize those biases in the file. However, the biases have to be
pretty significant or the file has to be pretty big in order for this to work.

10.8 HIDING CIPHERTEXT IN CIPHERTEXT

Alice and Bob have been sending encrypted messages to each other for the past year. Eve has been collecting them all, but she
cannot decrypt any of them. Finally, the secret police tire of all this unreadable ciphertext and arrest the pair. "Give us your en-
cryption keys," they demand. Alice and Bob refuse, but then they notice the thumbscrews. What can they do?

Wouldn't it be nice to be able to encrypt a file such that there are two possible decryptions, each with a different key. Alice
could encrypt a real message to Bob in one of the keys and some innocuous message in the other key. If Alice were caught, she
could surrender the key to the innocuous message and keep the real key secret.

The easiest way to do this is with one-time pads. Let P be the plaintext, D the dummy plaintext, C the ciphertext, K the real
key, and K' the dummy key. Alice encrypts P:

PAK=C

Alice and Bob share K, so Bob can decrypt C:

CAK=P

If the secret police ever force them to surrender their key, they don't surrender K, but instead surrender:

K=CA D

The police then recover the dummy plaintext:

CAK=D

Since these are one-time pads and K is completely random, there is no way to prove that K' was not the real key. To make



matters more convincing, Alice and Bob should concoct some mildly incriminating dummy messages to take the place of the really
incriminating real messages. A pair of Israeli spies once did this.

Alice could take P and encrypt it with her favorite algorithm and key K to get C. Then she takes C and XORs it with some
piece of mundane plaintext - Pride and Prejudice for example, to get K'. She stores both C and the XOR on her hard disk. Now,
when the secret police interrogate her, she can explain that she is an amateur cryptographer and that K' is a merely one-time pad
for C. The secret police might suspect something, but unless they know K they cannot prove that Alice's explanation isn't valid.

Another method is to encrypt P with a symmetric algorithm and K, and D with K'. Intertwine bits (or bytes) of the ciphertext
to make the final ciphertexts. If the secret police demand the key, Alice gives them K' and says that the alternating bits (or bytes)
are random noise designed to frustrate cryptanalysts. The trouble is the explanation is so implausible that the secret police will
probably not believe her (especially considering it is suggested in this book). A better way is for Alice to create a dummy mes-
sage, D, such that the concatenation of P and D, compressed, is about the same size as D. Call this concatenation P'. Alice then
encrypts P' with whatever algorithm she and Bob share to get C. Then she sends C to Bob. Bob decrypts C to get P', and then P and
D. Then they both compute C 0 D = K'. This K' becomes the dummy one-time pad they use in case the secret police break their
doors down. Alice has to transmit D so that hers and Bob's alibis match.

Another method is for Alice to take an innocuous message and run it through some error-correcting code. Then she can in-
troduce errors that correspond to the secret encrypted message. On the receiving end, Bob can extract the errors to reconstruct the
secret message and decrypt it. He can also use the error-correcting code to recover the innocuous message. Alice and Bob might be
hard pressed to explain to the secret police why they consistently get a 30 percent bit-error rate on an otherwise noise-free com-
puter network, but in some circumstances this scheme can work.

Finally, Alice and Bob can use the subliminal channels in their digital signature algorithms (see Sections 4.2 and 23.3). This
is undetectable, works great, but has the drawback of only allowing 20 or so characters of subliminal text to be sent per signed
innocuous message. It really isn't good for much more than sending keys.

10.9 DESTROYING INFORMATION

When you delete a file on most computers, the file isn't really deleted. The only thing deleted is an entry in the disk's index file,
telling the machine that the file is there. Many software vendors have made a fortune selling file-recovery software that recovers
files after they have been deleted.

And there's yet another worry: Virtual memory means your computer can read and write memory to disk any time. Even if
you don't save it, you never know when a sensitive document you are working on is shipped off to disk. This means that even if
you never save your plaintext data, your computer might do it for you. And driver-level compression programs like Stacker and
DoubleSpace can make it even harder to predict how and where information is stored on a disk.

To erase a file so that file-recovery software cannot read it, you have to physically write over all of the file's bits on the disk.
According to the National Computer Security Center [1148]:

Overwriting is a process by which unclassified data are written to storage locations that previously held sensitive data.... To
purge the ... storage media, the DoD requires overwriting with a pattern, then its complement, and finally with another pattern;
e.g., overwrite first with 0011 0101, followed by 1100 1010, then 1001 0111. The number of times an overwrite must be accom-
plished depends on the storage media, sometimes on its sensitivity, and sometimes on different DoD component requirements. In
any case, a purge is not complete until a final over- write is made using unclassified data.

You may have to erase files or you may have to erase entire drives. You should also erase all unused space on your hard
disk.

Most commercial programs that claim to implement the DoD standard over- write three times: first with all ones, then with
all zeros, and finally with a repeating one-zero pattern. Given my general level of paranoia, | recommend overwriting a deleted file
seven times: the first time with all ones, the second time with all zeros, and five times with a cryptographically secure pseudo-
random sequence. Recent developments at the National Institute of Standards and Technology with electron-tunneling microscopes
suggest even that might not be enough. Honestly, if your data is sufficiently valuable, assume that it is impossible to erase data
completely off magnetic media. Burn or shred the media; it's cheaper to buy media new than to lose your secrets.



